Chapter: 1

Introduction



Cloud computing is an open framework of resource pooling and rightly distributing
jobs, the openness of cloud serves various benefits to its users however it also gains concern

of privacy and security threat.

Different kind of privacy attacks or threats has been experiencing by the development and
expansion of cloud computing model, to address their severe issues like malicious nodes or
clients and kinds of vulnerabilities various preserving techniques have been presented so far
in the context of privacy. However legacy privacy threats and attacker can co-exist in cloud

and new advancement in cloud generally introduces new privacy threats and challenges.

Therefore, we can say that preserving privacy is a complex area which attracts
researches also preserving privacy in cloud environment is big task and requires in-depth &
multidimensional investigations obviously it is impractical to comprise all the dimensions of

investigation into a single work.

1. Introduction

Cloud computing is Web-based preparing, in which shared assets, programming software’s, and data
are provisioned to computing nodes and various machines, (for example, savvy phones, sensor

objects, devices and so forth) on request over the Internet.

Cloud computing is a developing calculation worldview with the objective of opening up clients from

the administration of equipment, programming, and information assets and moving these weights to
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cloud specialist organizations like cloud e-foundation dependent on Fogbow, another middleware
configuration to help league of laaS Cloud Provider[1]. Cloud computing has drawn the consideration
of major modern organizations, established researchers, just as end client gatherings. The Clouds give
an enormous pool of assets, including high force processing stages, normal gadgets, stockpiles, server
farms, and programming administrations. It likewise gives the executives to these assets to such an

extent that clients can get to them universally and without bringing about execution issues.

The “National Institute of Standards and Technology, USA” (NIST) define Cloud Computing as :
"Cloud computing is a model for empowering omnipresent, advantageous, on request arrange access
to a mutual pool of configurable processing assets (e.g., systems, servers, stockpiling, applications,
and administrations) that can be quickly provisioned and discharged with insignificant administration
exertion or specialist co-op collaboration." Cloud figuring incorporates an entire scope of
administrations can be facilitated in an assortment of habits, contingent upon the idea of the

administration in question and the information/security needs of the contracting association.

In any case, the sole concept of the cloud computing is that a thing which should be possible in
processing either on an standalone PC or in a complex server farm from putting away information
for working together on reports or doing the math on enormous informational indexes can be moved
to the cloud. Positively, cloud computing empowers another stage and area autonomous point of view

on how we convey, team up and work.

Anyone can work from anywhere with quick, dependable internet network and PC power, Cloud
computing empowers suppliers to utilize accessible server farms for fulfilling their computing needs.
In any case, while some have anticipated the finish of the PC period with the ascent of the cloud
computing model, many accept that most associations and even people will keep on utilizing
conventional PCs, regardless of whether increasingly more of their utilization will be to get to the
cloud [2]. For people, cloud computing implies getting to electronic email, photograph sharing and
profitability programming, quite a bit of it for nothing [3]. For associations, moving to the cloud
implies being able to contract for figuring administrations on-request, as opposed to contributing to

have all the fundamental equipment, programming and bolster staff important to give a given degree



of administrations, and for governing bodies, the offer of the cloud is particularly engaging, and

facilitating changing requests for IT and testing financial conditions [4].

Cloud computing alludes to an assortment of administration contributions. Right now, cloud

computing incorporates seller answers for:

“Infrastructure-as-a-Service” (laaS) is giving general processing assets as per request, like, servers
which are virtualized or different resources like (name/value, block, database, etc.) as metered
provisioning. Often referred to as “ Hardware-as-a-Service “(HaaS). One can take it as an immediate
advancement of facilitating on shared basis and included interest scaling through asset virtualization
and use-based charging.

“Platform-as-a-Service” (PaaS) is giving an existent oversaw more significant level programming
framework for building specific classes of utilizations and administrations. The stage incorporates the
utilization of basic registering assets, ordinarily charged like laaS items, despite the fact that the

foundation is preoccupied away beneath the stage.

“Software-as-a-Service” (SaaS) is giving explicit, as of now made applications as completely or

halfway remote administrations.

In a basic paper on “cloud computing on IBM Developer Works”, “M. Tim Jones” gives one such
chain of command with models as shown in Figure 1. The information “Storage-as-a-Service”class

(dSaaS) isn't broadly utilized as a different term; a few information stockpiling administrations are



Amazon S3 or Amazon Simple DB.

Google Apps, Microsoft
"Software+Services”

Saas “software-as-a-Service”

IBM IT Factory, Google
Paas “platform-as-a-Service”

AppEngine, Force.com

) Amazon EC2, IEM Blue
laas Infrastructure-as-a-Service Cloud, Sun Grid
. - MNirvanix 5DN, Amazon 53,

dSaas data-Storage-as-a-Service" Cleversafe dsNat

Figure 1: A hierarchical view of Cloud Offerings

Figure 2 shows cloud progression, which layers stockpiling above framework, and breaks
down software into many auxiliary-layers. Following figure 3 shows a cloud heap

arrangement.
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Figure 2: Hierarchy of Cloud

Truly, the lines are fluffy, and arrangements really occur on a procession from low-level
structure squares to pre-assembled applications. The separation between foundation level and
stage level contributions is frequently especially amorphous and a subject of choice.
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Furthermore, a few administrations are more elevated level in specific manners while being

lower-level in others.

Hotmail, Salesforce

laas AppEngine, Force.com

Paas ECZ, Azure

Traditional Hosting

Figure 3: “Cloud Camp Seattle Hierarchy”

Armbrust et al. [5] likewise separate open mists and private mists. Open mists allude to the
cloud computing items which are utilized by each one, while private mists "allude to inside
business datacentres or other association.” few alleged "cloud computing™ items are really to

inward use.

Cloud computing offers another guide for using just as conveying of processing assets. The
arrangement depends on the Internet which are progressively versatile and more often than
not these are virtualized assets.

"Cloud computing is a rising calculation worldview with the objective of opening up clients
from the administration of equipment, programming, and information assets and moving

these weights to cloud specialist co-ops." [13].

Cloud computing is continuously supplanting heritage framework and foundation. However,
a significant issue that has risen through that upheaval is the need of satisfactory degree of

security for the framework. As of now there are numerous works in progress in the territory



of cloud security and protection assurance that address dangers against cloud

infrastructure[6].
Some significant security chance looked in cloud framework are classified as follows

I.  Infrastructure and host related dangers that influences foundation of cloud
Il.  Service supplier related hazard that influence customer.
1. Generic Threats that may influence both the foundation and the specialist co-

op/customer.

There have been created chance evaluation instruments, for example, CRAMM and Octave
[7-8].

Another significant worry in cloud computing is information honesty and security. Client

requires their information to be sheltered and private from any altering or unapproved get to.

Different calculation and conventions (MD5, AES, and RSA based PHE) are executed in
different model to give most extreme degrees of trustworthiness the executives and protection

conservation for information put away in broad daylight cloud, for example, Amazona S3[9].

Cloud clients can use the administrations of cloud in a compensation for every utilization
premise and they spare recognizable forthright expense of making own inflexible foundation
[10].The meaning and acclaim of cloud duplicates step by step anyway the client of cloud is
consistently quick to think about the insurance of their delicate information within cloud.

Likewise, the "client don't have a lot of control within cloud"[11].

Because of this explanation client of cloud may lose trust and this will lead in non-rehearsing

of cloud [12]. Thus, security conservation is a much concern zone in cloud condition.

"The measure of information creates and oversaw by cloud is profoundly refreshing step by

step with the appearance of cutting-edge technologies"[14].



1.1 Inspiration:

IBM, Google, Amazon, are some name of notoriety that gives stockpiling administrations to
cloud. Be that as it may, re-appropriating of information may prompt security issues. The
cloud specialist co-op is dependable to guarantee security to the cloud information and
guarantee the solid administrations to its customer. The information stockpiling must
guarantee classification, uprightness and accessibility. The cloud administration that gives
stockpiling as an assistance must guarantee that information not altered or got to or changed
by obscure/unapproved individual. Criticalness of 'Security safeguarding' Security protects
that the information stores on cloud storage got to just by the expected clients and the
alteration of information must be performed by the planned user(s) who have adequate

benefits of doing as such.

It is additionally critical to protect that groups of neighbourhood organization who are

capable of distributing/posting the client's information, can't see or adjust it [14].

In short subsequent to re-appropriating nobody including cloud specialist co-op can see or
alter the information substance of client.

Protection conservation gives methods for security to the cloud information. Privacy

safeguarding by and large requires cryptographic procedures.



For better execution of security conservation approaches it is essential to comprehend what
should be ensured. Subsequently in the following content we investigate sort of data should

be ensured.

Arrangement of protection delicate data

Individuals frequently mean individual data in a particular way anyway security touchy data

may incorporate after:

- Information relating to individual character:

The data relating to an individual and which will be misused to perceive or find an individual
(like — Person_name,SSN ,Emp ID,Addr_Detail) or whatever other data which could be
utilized related to other data for distinguishing a person (for instance IP_Address, Card_

number,bank account ID)

- Information which could be asserted as Sensitive:

This could be data on standing organization or religion, wellbeing, or whatever other data
that should be private. These subtleties require sufficient wellbeing measures, some different

models are monetary data and evaluation data, biometric data, CCTV data of open spots.



- Usage Statistics: Usage insights introduced by processing gadgets or hubs like; movement
data, for example, seeing interest, as of late perused sites or use measurements identified with

an item.

- Device ldentity: User gadgets are additionally creating data through which gadgets are

interestingly recognized, for example, IP addresses, RFID Tags ,Hardware personalities.

1.2 Aims and Objectives

The primary point of this postulation is to break down existing protection safeguarding

arrangements and to propose an ideal security saving answer for cloud computing.

The goals of this exploration are:

To analyse privacy need and challenges in cloud computing
To analyse current privacy preservation schemes and models
To identify factors affecting / improving privacy preservation in cloud environment

To design the concept to carry out optimal privacy solution

vV V V V V

To propose a model for optimal privacy solution in cloud environment.

1.3 Methodology

In this research work we started from identifying current area of concern in the context of
privacy protection and then we start our study on analysing privacy preserving schemes and

models that sounds good in now a day.

10



Further we analyse 4 important privacy preservation schemes and perform a comparative
study on that, we also examine some famous privacy model (like model given by Grevler et

al. and Nabeel et.al).

We then identified gaps and find important aspects of privacy and finally designed the
concept of our model.

Then finally we suggested a privacy preserving upload model in a collaborative environment.

Our proposed model has two phases, at first it takes user request and calculate required
number of uploads at server also it returns user expectation degree denoted as ‘w’ to the user
which relates directly with the overall quality of the underlying system. Now if the quality
(q) is greater than or equal to 1, the user can easily take decision for sharing their test sample.

Also our model preserve the individual privacy of the participant at certain level and finally
when there is a time to upload collected records into cloud data base which is open source,
and the user may be re-recognized by simply analysing pair of values(with some Qasi-
identifiers),we strongly notice this issue of re-recognition of user from the shared record and
tackle it by the use of ‘generalization’ & ‘suppression’ algorithms extracted from PrevGen

algorithm.

Now this K-anonymized data of users then uploaded to the cloud storage.

In this way we can say to achieve optimality of our proposed model.

Significance of Research:

The term privacy has no more need of introduction in now a days scenario ,also privacy
attacks or threats has been experience by the development and expansion of cloud computing
model and rapid multiplication of generated data by this connected world, and to address
their severe issues like malicious nodes or clients and kinds of vulnerabilities various

preserving techniques have been
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presented so far in the context of privacy. However legacy privacy threats and attacker can
co-exist in cloud and new advancement in cloud generally introduces new privacy threats

and challenges.

Therefore, we can say that preserving privacy is a complex area which attracts researches
also preserving privacy in cloud environment is big task and requires in-depth &
multidimensional investigations obviously it is impractical to comprise all the dimensions of

investigation into a single work.

Here we have succeeded to analyse open research problems pertaining to preservation of
privacy and transparently categorize the major areas of concern for preserving privacy, also

we successfully present assessment of privacy preservation issues and

challenges in cloud environment.

We also realize that existing privacy preservation schemes are insufficient to deal with
emerging security & privacy challenges and the subject requires further investigation and

future work to address all the security & privacy issues.

We have aimed to suggested a privacy securing upload method that exhibited an appropriate
level of security assurance of person who took an interest in upload process and furthermore
increase an overall of fitness and to achieve some extent of excellence for the "Health Care

Monitoring System".

1.4 Outline of the Thesis.

The remaining organization of thesis is as follows:

Chapter 2 Background and literature survey.
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Chapter 3 studies the major issues and challenges in privacy preservation in cloud

environment.

Chapter 4 studies existing privacy preserving schemes and models for cloud environment.
Chapter 5 Designing Concept for optimal privacy solution

Chapter 6 A model for optimal privacy solution in cloud environment.

Chapter 7 conclusion and future work.

Summary:

Cloud computing is a developing calculation worldview with the objective of opening up clients from
the administration of equipment, programming, and information assets and moving these weights to

cloud specialist organizations like cloud e-foundation dependent on Fogbow.

Cloud Computing delivers its services as laaS, PaaS, SaaS or DaaS also cloud computing offers
another guide for using just as conveying of processing assets. The arrangement depends on
the Internet which are progressively versatile and more often than not these are virtualized

assets.

So, we can say that cloud clients can use the administrations of cloud in a compensation for
every utilization premise and they spare recognizable forthright expense of making own

inflexible foundation.

However, the open framework of cloud may lead potential security and privacy concern as
during processing of user day at each level of cloud environment nobody including cloud

specialist co-op can see or alter the information substance of client.
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CHAPTER: 2

Background and

Literature Survey



This section provides an overview about Cloud-Computing. Part 2.1 gives the usual meaning
of Cloud-Computing , its fundamental attributes, administrations, arrangement models individually.
The part 2.2 present an overview of Cloud-Computing suppliers. part 2.3 arrangements with the
significance of security in Cloud Computing , while part 2.4 gives the significant issues pertaining to

security in Cloud.
2.1 Cloud Computing

Cloud-computing depicts a different augmentation, application, and conveyance method for
administering Information Technology that dependent on Internet , it also continuously includes

over-the-Internet provisioning of progressively versatile and frequently virtualized assets.
2.1.1 Definition

As indicated by “National Institute of Standards and Technology, USA” (NIST) Definition of Cloud
Computing is : "Cloud computing is a model for empowering universal, helpful, on request arrange
access to a mutual pool of configurable processing assets (e.g., systems, servers, stockpiling,
applications, and administrations) that can be quickly provisioned and discharged with insignificant
administration exertion or specialist co-op communication.” Cloud registering includes an entire
scope of administrations can be facilitated in an assortment of habits, contingent upon the idea of the

administration in question and the information/security needs of the contracting association.

2.1.2 Cloud Computing Characteristics

NIST gives 5 significant attributes of cloud which are examined underneath
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1. Request based self-administration: “A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically without requiring

human interaction with each service provider” [1].

2.Wide network connection: Capacities are open over the framework and gotten to through standard
parts that advance use by heterogeneous slight or thick client stages (e.g., mobile phones, tablets,
PCs, and workstations) [1].

3. Pooling of Resources: The supplier's registering assets are pooled to serve various shoppers
utilizing a multi-tenant model, with different physical and virtual resources capably given out and
reassigned by buyer demand. There is an inclination of zone opportunity in that the customer overall
has no control or data over the particular territory of the gave resources yet may have the alternative
to decide zone at a progressively raised degree of consideration (e.g., country, state, or datacenter).
Cases of advantages consolidate limit, getting ready, memory, and framework information

transmission [1].

4.Rapid flexibility: Capabilities could deftly provisioned and released, from time to time normally,
relative rapidly outward and interior comparable with demand. To the buyer, the capacities open for
provisioning routinely have all the reserves of being unlimited and can be appropriated in any sum at
whatever point [1].

5.Metered Services: Cloud systems normally control and advance resource use by using a metering
capacity (pay-per-use premise) at some level of reflection legitimate to such an organization (e.g.,
limit, dealing with, information move limit, and dynamic customer accounts). Resource use can be
checked, controlled, and declared, offering straightforwardness to both the provider and buyer of the

pre-owned help [1].

2.1.3 Service Models of Cloud Computing

As demonstrated by NIST, the cloud model is made of three assistance models:

. Software as a Service (SaaS): The limit provided for the client is to use the provider's
applications running on a cloud establishment. The applications are open from various client devices
through either a thin client interface, for instance, a web program (e.g., online email), or a program

interface. The purchaser doesn't regulate or control the shrouded cloud establishment including
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framework, servers, working structures, amassing, or even individual application limits, with the

possible exception of confined customer unequivocal application plan settings [1].

. Platform as a Service (PaaS): The capacity provided for the customer is to send onto the cloud
structure buyer made or picked up applications made using programming tongues, libraries,
organizations, and contraptions supported by the provider. The customer doesn't manage or control
the essential cloud structure including framework, servers, working systems, or limit, yet has order

over the sent applications and possibly plan settings for the application-encouraging condition [1].

. Infrastructure-as-a-Service (laaS): The capacity provided for the buyer is to game plan
planning, limit, frameworks, and other key preparing resources where the client can pass on and run
self-decisive programming, which can consolidate working structures and applications. The customer
doesn't administer or control the fundamental cloud establishment yet has order over working
structures, amassing, and passed on applications; and conceivably confined control of select
frameworks organization fragments (e.g., have firewalls) [1].

2.1.4 Cloud Computing Deployment Methods

According to NIST, the cloud model is made out of four sending models:

. Private-cloud: The cloud structure is provisioned for particular use by a lone affiliation
containing various clients (e.g., claim to fame units). It may be guaranteed, administered, and worked

by the affiliation, an outcast, or a blend of them, and it may exist on or off premises [1].

. Community-cloud: The cloud establishment is provisioned for specific use by a specific
system of purchasers from affiliations that have shared concerns (e.g., key, necessities, methodology,
and consistence considerations). It may be controlled, managed, and worked by at any rate one of the

relationships in the system, a pariah, or a mix of them, and it may exist on or off premises [1].
. Public-cloud: The cloud structure is provisioned for open use by the general populace. It may

be guaranteed, administered, and worked by a business, academic, or government affiliation, or a mix

of them. It exists on the premises of the cloud provider [1].
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. Hybrid-cloud: The cloud system is a synthesis of at any rate two indisputable cloud
establishments (private, system, or open) that stay fascinating substances, yet are bound together by
standardized or restrictive development that enables data and application portability (e.g., cloud

impacting for load altering between mists) [1].

Cloud computing has gotten huge consideration from research networks in the scholarly world just
as industry; be that as it may, there are numerous difficulties confronting distributed computing to be
broadly conveyed and utilized. The major, and progressively requesting, challenge is security and
protection. Cloud computing security and protection has detonated into an immense exploration zone

as of late.

2.3 Cloud computing applications and Requirements of privacy-preservation

In this part, we will portray the fundamental attributes of secure cloud-based applications. At that
point we will feature the significant security dangers and prerequisites about how to make sure about
those cloud-based applications. At long last, we will give an outline of certain arrangements that have

been acquainted in the writing with ensure the security of those cloud-based applications.
2.3.1 Overview of a safe privacy protecting cloud application

A cloud-based application will require the association of the accompanying gatherings: the cloud
administration supplier (CSP), the information clients and the information proprietors. The CSP is
liable for giving fundamental cloud-based administrations, for example, stockpiling and registering
framework just as other handling administrations, for example, Al or information mining abilities.
Information proprietors will transfer their information to the cloud and utilize its stockpiling
administration. The proprietors additionally need to utilize the cloud for cutting edge information
handling capacities information search, information mining and sharing. Since proprietors are
utilizing those cloud-based administrations, they can likewise be viewed as cloud clients. The valid

cloud clients can be characterized as any gathering that expends the cloud-based information and
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administrations. They can do activities, for example, downloading explicit information from the
cloud, mentioning the cloud to play out a range from fundamental to cutting edge registering activities

just as getting to the common information.

For cloud-based applications to be secure, information proprietors will regularly scramble their
information previously putting away on the cloud. Thusly, a believed outsider is frequently presented
in many secure cloud-based information stockpiling and handling models. [Hur and Noh, 2011, Li et
al., 2013]. This believed party is liable for creating cryptographic keys just as refreshing or
repudiating any entrance key of clients. From a point of view of the client, this outsider can likewise
be trusted for different errands, for example, information confirmation, for example checking the

information put away on the cloud for benefit of clients.

2.3.2 Threats to Cloud-based Applications

A cloud-based capacity and handling application can be defenseless against different sorts of dangers
from conventional security dangers, for example, disavowal of-administration assaults, unlawful
interruption or system listening stealthily to progressively explicit distributed computing dangers, for
example, maltreatment of cloud administrations, side channel assaults and virtualization
vulnerabilities. We need to concentrate on client security and information security with the suspicion
that the cloud is an untrusted domain. We will depict with subtleties the significant wellsprings of
dangers to client security, information substance and information respectability in cloud-based

applications.

Regularly, from the viewpoint of clients, there are two kinds of foes that can present security dangers
to cloud-based applications. One is from the insiders of the cloud administration suppliers or members
of the applications, the other are outside aggressors or programmers totally outside the application
condition. The dangers from these enemies may raise different security issues, for example,
information spillage or exposure, unapproved get to, information debasement or on the other hand
misfortune, and client security penetrate [Xiao and Xiao, 2013]. Dangers from insiders. In cloud-

based applications, there are inner members working in the cloud specialist organization or the
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confided in party. The two of them can the viewed as legit however inquisitive which is a mainstream
cloud danger model in most existing plans [Samarati, 2014, Li et al., 2014, Sun et al., 2013].
Legitimate however inquisitive model implies that while a cloud administration supplier can sincerely
adhere to the framework conventions guidelines set by the information proprietors too as dependably
and loyally give stockpiling and figuring administrations, yet it is additionally inquisitive about the
substance of the re-appropriated information and client get to. The CSP has the ability and intrigue to
find out about whatever data they can get from the information proprietors and cloud clients, from
the information put away on the cloud to the kinds of activities that are frequently executed by the

members.

The individual data of clients, for example, personality, inclinations and propensities are additionally
an significant part that the CSP is extremely inspired by the fact as this sort of data can help to CSP
and CSP to give progressively significant data to their clients, expanding the viability of their tasks.
Along these lines, a safe cloud-based application must furnish its clients with the apparatuses to
ensure their security and information classification. Dangers from outside assailants and different
elements. There have been many major securities penetrates including outside noxious assailants who
utilize an assortment of assault methods for example, arrange listening in, helplessness filtering, and
malware assaulting. These assailants or then again programmers need to wrongfully get to benefit to
the information put away and prepared on the cloud. They may likewise need to change or erase the
redistributed information, undermining the information what's more, disturbing the typical
administrations of cloud-based applications. These assailants can be spies tuning in to the
correspondence line to derive about client exercises or gatecrashers attempting to examine the
substance of the cloud-based information. There are different components which make the
information put away on the cloud increasingly powerless. For instance, cloud-based information can
be adulterated or deleted because of an equipment or programming disappointments, programming
refreshes, setup mistakes or bugs in the applications preparing such information. Moreover, the
accessibility of cloud-based information may be influenced by regular or man-made catastrophes like

quakes, flames, and force failures [Bowers et al., 2011, Wang et al., 2013].

2.3.3 Essential Security Requirements of Cloud-based Applications
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To address the security difficulties and dangers presented by different components referenced
beforehand for example, noxious insiders and aggressors just as to furnish cloud clients and
information proprietors with solid security of protection, information confidentiality and uprightness,

any cloud-based application ought to be intended to meet the accompanying security prerequisites:

Information Confidentiality: It implies that unapproved clients can't get to the substance of the
ensured information. After the information is redistributed to the cloud, the information proprietors
no longer have an immediate control as they used to have. In this way, information privacy property
will guarantee that any client getting to the delicate information should be approved first to decide
reasonable access rights. Any unapproved clients, including the CSP won't be ready to acquire any
data about the information. Be that as it may, information classification ought not influence the
convenience and accessibility of cloud-based administrations. Information proprietors and clients
ought to have the option to completely use stockpiling and preparing abilities of the cloud, for
example, search, calculation and information sharing without spilling information substance to CSP

or any unapproved parties.

Privacy Preservation: This is a significant element of any cloud-based application which will decide
if the client will trust and utilize that application. The desire of client is that their personality data will
be secured when utilizing capacity and processing administrations on the cloud. Clients won't need
their practices and propensities to be induced by some other interior or outside gatherings. For
instance, when a client sends watchwords to a cloud-based database to make inquiries over the re-
appropriated information, both the catchphrases and the question results returned by the cloud ought

not be presented to unapproved parties.

Information Access Control: The proprietors of information put away on the cloud ought to have
the option to control access to their information. This prerequisite can be accomplished when cloud-
based applications give clients specialized measures to indicate get to rights. Another propelled get
to control include that ought to be given to information proprietors is fine-grained get to control. It
implies every client will be allowed distinctive arrangement of information get to rights contingent

upon the entrance setting and what sort of information the client need to get to.
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Information Integrity: Ensuring information respectability is likewise a significant prerequisite of
information security. Any application which gives cloud-based information stockpiling must ensure
that the uprightness of information put away on their cloud servers won't be undermined in any
capacity, for model, being altered, manufactured, or being erased without legitimate approval.
Information proprietors ought to be given basic devices to screen the trustworthiness of their
information.

Accordingly, if there is any noxious tasks which influence the trustworthiness of information, the
information proprietors will have the option to distinguish promptly and take proper activities to fix
and forestall further harms. Besides, information uprightness insurance activities ought not thwart
information availability. In the event that a segment of information is undermined or harmed, the

remainder of the information should at present be open by the clients of the cloud-based applications.

2.4 Related Works (Literature Survey):

The security issues have become a significant deterrent for data sharing. The suggestions are banal:
primary, associations, for example, government offices stress over keeping exceptionally delicate
money related and wellbeing information private, and subsequently are not ready to impart it to
different associations, not in any event, referencing to distribute to general society; second, singular
clients become perpetually watchful — and skeptical — of associations that handle touchy
information, and in this way are not ready to present their information to associations either. To
conquer the hindrance, an enormous kind of methods have been suggested for ensuring singular
protection and delicate data, and they can be commonly ordered into the accompanying three

exploration zones relying upon the settings of data sharing.

Protection safeguarding information mining. This examination targets creating novel information
mining methods without getting to delicate data [24][60][61][62] [63][64][65]. Exploration work
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around there is regularly custom-made to some particular information mining task, and the basic
setting of this examination typically includes a few information owners and these fellows are in
synchronous rivalry and participation. The simple objective is to empower coordinated effort among
these information owners to fabricate better models for information mining (instead of depending on
certain information holder's self-information), with the requirement that no private data is uncovered

to other participants.

Security safeguarding information distributing. The setting of this examination includes just one
confided in information holder, additionally called information distributer, who needs to discharge
his information to explicit information beneficiaries or general society. Not quite the same as security
saving information mining, protection saving information distributing doesn't play out the genuine
information mining task, however, is worried about how to distribute the information so that the
anonymized information is valuable for information mining. There are bottomless confirmations
demonstrating that distributing individual explicit information may subvert a person's protection. The
assault, called re-recognizable proof assault, was identified by Sweeney [19], and she next brought
up that 87% of the U.S. populace had detailed qualities that presumable made them extraordinary
dependent on a few open accessible traits, in particular, postal division, date of birth, and sex .
Privacy-protecting information distributing expects to forestall this kind of re-distinguishing proof
assault, while, simultaneously, safeguarding the valuable data in the discharged information. This
subject has been broadly concentrated with regards to social data [19][39][52][67]1[68]1[69]
[70][71][80]. The second work in this proposition falls into this class, while not the same as the greater

part of the past work, our emphasis is on distributing exchange information.

Protection saving information assortment. The setting of this exploration includes both end clients,
who are the information holders and need to present the individual information (in return for
administration), and an information distributer who needs to gather the information. Not the same as
security saving information distributing, the information distributer is un-confided in this situation,
and could be an assailant who endeavors to recognize some end clients and their delicate data from
the gathered information. Different cryptographic arrangements [72], unknown interchanges
[74][75], and measurable techniques [73] were proposed for gathering information namelessly from

singular proprietors. The third piece of our work in this proposition can be inexactly arranged into
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this class as we additionally consider the information trade between an end client and an information
distributer (a specialist organization in our setting ); in any case, from the end clients' perspective, not
the information distributers'. The objective of this work is to concentrate how to present a bit of

individual information to trade for a customized administration without bargaining singular security.

A cloud-based application includes correspondence among following gatherings: Cloud Service
Provider (CSP), Data Owners, Cloud Users, furthermore there is huge data trade among neighborhood

managers and cloud specialist organizations.

This immense trade of information drives security and protection concern and because of absence of
totally secure capacity administrations numerous specialists pulls in and propose a few solutions to

safeguard security of cloud hosted information. The solutions are described in following section:

Greveler et al. proposed a Privacy protection solution to Safeguard cloud as well as neighborhood
heads [43]. The system discernible rights and articulations required to obtain the information. That is
a repository is made and equipped with set of controls, for example, jobs for clients, which are
characterized at the hour of utilization dispatch and it is fixed. Greveler observe that a work is to
protect the hard circle with set of decoding keys. Keys are to be put away at some space in the
framework. Microsoft Bit storage is worked dependent on this methodology [19], [22] To store the
unscrambling keys on isolated space bit storage utilizes Trusted Platform Module chip (TPM) [41].
eXtensible Access Control Markup Language (XACML) is an eXtensible Markup Language (XML)

based language used to characterize a fine grained get to control policy [26], [27].

Equipment token which is carefully designed is utilized to give get to control [8]. Security chief with
XACML strategies are the procedures to give controls. Greveler observe that these methods are not
defending against assaults as pantomime. The creator work depends on a portion of the strategies like
TPM on Linux, XML marks, XML Encryption, and Encryption intermediaries. Encryption

intermediary is a framework model containing TPM, client and rule motor.

Cloud database are put away with client accreditations and metadata table data. Clients can get to the
cloud information over the encryption intermediary. Full plate encryption is performed with the help
of TPM ensured key record and put away in intermediary's safe stockpiling. In the event that client
needs to get to the information, he/she have to follow encryption intermediary. On the off chance that
the client doesn't have control on existing standard, at that point get to be confined. This work is

joined with a few instruments. This prompts execution expenses. There is always a requirement for
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re estimation, rethinking these principles. Its results disarray on tremendous
solicitations. Whole command is with the encryption intermediary. Trading off these intermediary

drives and the framework disappointment.

Nabeel et al. furnishes the fine-grained based solution which utilizes a fine-grained based encryption
method for securing and cloud information [39]. various kind of solutions suggested by different
analysts include additionally encoding the information prior to redistributing. Be that as it may and
result a calculation and correspondence expense. Nabeel suggested a Two Layer Encryption (TLE)
strategy to tackle the discoveries and at client side a Coarse-grained encryption conducted and at

cloud server side a fine-grained encryption is used.

This solution has a drawback of disintegration of Access Control Policies (ACPs) while performing
dual-layer encoding. A gathering key administration plot is exploited to overcome. To get command
over scrambled information some work utilizes fine grained [12], [16]. distinctive symmetric keys
are utilized for gathering correspondence. Appropriation of such secrets influences on connection and
information things. The re encoding for information gives calculation expense also circulation of the
secrets results correspondence expense. A few methodologies constraining the problem by the
communicate secret administration plans. Such plans are doing single layer encoding. For client get
to command approaches conveyance, the proprietor requires to keep up on each include/disavow [35],
[39], [50]. Also, fine grained get to command permits client to specific use of the content. This is
accomplished by exploiting expressive particular of approaches. These twin model of fine grained
get to command are, based on push and pull models. Models based on push technique disseminate
the keys at the time of enrollment [12], [16]. In this manner, it is hard on keep up the key mystery for
a unique information revealing framework. Resubmission of key is survived however the help in
access control arrangements like expressive isn't bolstered [35]. Models based on pull technique
requires the information distributer just to be online to give get to. These solutions guarantee this,
utilizing outsider stockpiling administrations. Some different works authorize the information
proprietor has the obligation to upholding the entrance control strategies and the client security from
information distributer. Numerous encryption method is implemented in certain solutions. These
solutions are not focusing on to encoded information as client is expelled, get to command approaches
are reshaped. These solutions are utilizing Encryption Technique based on Attribute (ABE) strategy
and few other dependent on intermediary re encoding method [20], [32]. Essential structure squares

for said framework are communicated encryption [4] absent duty type envelope conventions [21]
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protection safeguarding quality put together gathering key administration based with respect to [39],
[55], [35], [50], also Encryption Techniques based on Single Layer (SLE) [39]. At that point strategy
disintegration and twin layer encryption are examined. Twin layer encryption strategies comprises of
six stages these are personality badge issuance, strategy disintegration, character badge enrollment,
information encoding and transfer, information installing and encoding, encoding advancement the
board. Conversation of trial results is worry on strategy deterioration calculations and one and twin
layer encoding methods. Examination proceeded like SLE versus TLE and also for security,
protection issues. The solution develops the concern about security problems and methods used to
solve it. Further it plays out the twin layered encryption with bunch badges administration strategy
for guarantee of security on re-appropriated information. This carries such extra expense on
calculation on the server and in the entrance command approaches. Creator presumed for quality-
based keys, get to command strategies disintegration is the way for achievement of this solution, and
furthermore the future planning is for broaden this work by substitute twin layer encryption method
by negligible calculation expenditure to get to command strategies.

L.A. Dunning et al. suggested a calculation as unknown allocation of secret for N(any arbitrary
number) gatherings [49]. The ID are dividing out continual to the hubs starting from 1 to N. The got
characters are obscure to different individuals from the gathering. It is likewise checked for no impact
in secret correspondence channels utilizes. It is circulated beyond utilizing a confided in focal
position. The more current calculations are created over a safe gross information mining activity
exploiting Newton's characters and Sturm's hypothesis. Markov affix process is exploited to
understand the insights on the necessary number of cycles. The PC variable based math produces the
outcomes closer to finish rates. Creator observe that some cloud hosted apparatuses exploited for site
the executives are giving approach to a resource provisioner to observe the guest activities on a
location. In a safe multiparty correspondence, it is taking into account numerous gatherings on a
system to mutually assume control over a calculation which relies upon every client, while it is

adhered by other however obscure to the gatherings [3], [2].

As arrange hubs these applications need dynamic novelty ID [6]. ID is needed in sensor organize
organizations only for association practices or for security to the individual center points [30]. It could
be anything but unknown system, individuals known and observable by each other’s. In versatile
system mysterious specialized, techniques for doling out and utilizing set of nom de plumes created

[31], [37]. A calculation for sharing straightforward number information on secure total is
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manufacture That’s it utilized for the unknown ID task (AIDA) calculation. It depends upon a huge
number and shifted emphases. The creator endorsing an audit on secure sum, specified technique for
transmitting straightforward information with power aggregate, imparting complex information to an
AIDA, also, how to find an AIDA. Correlation for different AIDA type Slot choice AIDA, and Prime
modulus AIDA, Sturm's Theorem AIDA are talked about. Interchanges Requirements of AIDA
techniques are characterized. Creator inferring with the utilization about newton personalities
diminish correspondence overhead enormously. Therefore, utilization of numerous spaces for short
number of rounds is required. And the polynomial arrangement can be kept away from while employ
sturm's hypothesis. The non-cryptographic calculations are reenacted. The prerequisites depend just
on the protected calculation picked.

H. Liu et al. checked the current arrangements center around the illicit approach of information not
on security concern at information sharing to other parties [57]. Creator suggested a common
Authorization based Privacy safeguarding Authentication convention (SAPA).The convention
accomplished a common approach authority by mysterious access coordinating components with
protection and security contemplations. A property-based access control is utilized to demonstrate as
client can simply access their information fields. Proxy re-encryption is applied for demonstrating
information distribution among various clients. An all-inclusive composability model [11], is
established for multiple user applications. Unknown ID based information distribution calculation for
the frameworks under circulated registering and multiple party arranged. This results in a whole
number information sharing calculation gives a boundless number of unknown tasks. Hypotheses of
newton and sturm are utilized for the purpose of information mining[49]. Multiple owner information
sharing plan is determined for dynamic gatherings for cloud applications. Also guarantees that client
could share the information safely to dynamic client bunches through a semi-honest cloud server. An
allowed client can unscramble the documents. No cooperation required for getting to the information
from its proprietor. Denial of client is accomplished by the disavowal list. This rundown isn't
refreshing the mystery keys of different clients. Enforced access controls simply guaranteeing as any
client in the group could utilize the assets secretly. This result in calculation expense and are not
founded on the measure of client [51]. A zero information confirmation (ZKP) based validation plot
bolsters the sharing of customized substance and system benefits through TCP/IP arrange. A believed
outsider can deal with decentralized directions [42]. A communicate bunch key administration plot
(BGKM) created for improving the shortcoming of symmetric key cryptosystem in the shared cloud
models. It guarantees that no need for a client depending open key cryptography. Anyone can infer

the symmetric keys powerfully on the time of decoding. A quality depended access control strategy
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utilized to achieve client with the characteristics can unscramble the substance. A BGKM is a
component for including repudiating clients and approach control arrangements [50]. A decentralized
structure created, to observe or record the client information utilization for the circulated information
stockpiling. Article focused methodology used, that furnishes logging administrations along with the

client information , strategies.

Container method guarantees that the information gets to verification and evaluating components
portrayed to fortify the client information control. The creator suggests that a convention validating
the information get to and approving the protection safeguarding approach authority sharing. ABAC,
intermediary re-encryption methods are utilized for verification and approval. The SAPA model
comprise a framework instatement along with bilinear blending. Conventions depicted for get to
difficulties and reactions, information get to control, get to demand coordinating and information get
to power distribution. Security examination with widespread composability model is proceeded as
security model, perfect usefulness, genuine convention, and safety confirmation for distributing. The
creator reasoning for a fresher protection concern is recognized to accomplish distribution of security
safeguarding access authority. Through the wrapped qualities transmission information obscurity is
accomplished.

Meeting identifiers are exploited for forestalling of meeting connection. Said work depends on a novel
security concern. The models characterized were joined with a power. Security investigation proves

the authenticity of this work.

J. Zhou et al. suggested a convention for saving security in cloud environment, helped e-human
services stockpiling frameworks [61]. e-social insurance encourages screen, model with most recent
innovations [24], [5]. Sharing the asset from different areas is gotten to through versatile or some
other gadgets, and it is transferred into the cloud information stockpiling. It is by and large put away
as individual wellbeing data (PHI) for the cloud information stockpiling. Giving this information to
the semi-honest, prompts security and protection concerns. They observed that the current plans are
centering the fine-grained security safeguarding static model for text analysis and picture
examination. The suggested works gives a safe protection saving information digging for dynamic

information with picture highlight extraction plot. As premise security saving completely
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homomorphic information collection is determined for the proposed protection safeguarding
information mining model. At that point the redistributed ailment demonstrating and before
intercession accomplished by concocting a productive protection safeguarding capacity connection.
A protection safeguarding information accumulation encouraging multivariate polynomial
assessment without safe correspondence channel suggested with a regard of aggregator model and
members just model [43]. By the utilization of paillier's cryptosystem [7] a picture highlight plot is
suggested with security protecting scale invariant component change (SIFT) [45]. The use of this
cryptosystem legitimately on the picture’s veers off the real procedure. It is additionally misused. It's
in effectiveness yet it isn't versatile to asset concerned gadgets. It doesn't apply to re-appropriated
clinical picture extraction. Since paillier's cryptosystem bolsters homomorphism of expansion.
Neighborhood extrema extraction through scrambled information examination with the encoded
information of a similar scale doesn't forestall picked plain text assault. So, the distinctions of
guassian pictures and the edges are under a similar irregularity. A basic and provable added substance
homomaorphic stream figure is suggested to act proficient conglomeration of scrambled information.
It is finished by supplanting the selective OR (XOR) work tasks found in stream figure with particular
expansion [28]. A hid information collection conspire is proposed dependent on the property of added
substance homomorphic encryption dependent on elliptic bend EIGamal cryptosystem. In any case,
it is required to play out the EIGamal encryption on every individual information [7]. A proficient
protection saving information total plan in savvy lattice interchanges is proposed. It diminishes the
expense of EIGamal encryption on every information. Be that as it may, it just backings added
substance homomorphism [61]. Completely Homomorphic Encryption (FHE) [34], [13], [29], [33],
[38], [36] gives an answer for secure re-appropriating tasks furthermore and duplication organizes in
the encoded information. Various works are built with polynomial-limited difficult issues. Plain
content must be scrambled as a tiny bit at a time. Therefore, it could not be applied on the little

gadgets. It results in calculation expense [34], [29], [38].

An information conglomeration model for protecting privacy is suggested yet this is bolsters just
factual calculation. The expansion and augmentation accumulation activities are autonomous. It
produces an extra weight for clients [48]. A recently grown full homomorphic information total is
suggested. It bolsters expansion and duplication with bound together component from n singular
information in the scrambled space, expected to play out any such one-way trap entryway work
calculation just a single time. The creator depicts the system engineering and security framework.

The suggested work capacities are, protection safeguarding information total, Privacy Preserving
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Data Mining 1 (PPDM) for dynamic clinical content mining, PPDM2 for clinical picture include
extraction. Security and execution examination are performed utilizing different elements. The
correlation with [45] shows this work has decreased expenses. Creator reasons that the framework
backings protection safeguarding completely homomorphic information total from any one such
trapdoor work. The dynamicity of information is as yet a flawed. The homomorphic work isn't viably

utilized.

Y. Wang et al. planned a security protecting cloud information stockpiling utilizing cluster Belief
Propagation (BP) - Xor codes [60].Technigue of Belief Propagation disentangling procedure is
utilized with Low Density Pair Check (LDPC) and with Luby Transform (LT) codes [49], [57]. This
is exploited for distributing privileged insights. Mystery distributing plans are BP-XOR mystery
distributing plan, pseudo BP-XOR mystery sharing plan, and Threshold LDPC sharing mystery plot.
Edge LDPC [50] plot is structured by using exhibit coded plan. For remaking and circulation of a
mystery less number of XOR activities are used from the BP-XOR/LDPC conspire. In a limit plot
number of members can realize the mystery by gathering them. It is extremely hard to deal with it. In
the mystery distributing plan remaking and redistribution is a difficult assignment.

Wang clarify for different number of codes and about the plan’s development. Edge based mystery
sharing plan is characterized for security assurance of cloud information. This utilizes just XOR
activities, so the updates and blunder recuperation are effectively performed. Also, this beats update
unpredictability of Shamir mystery distributing plan. This plan ensured that information document
isn't needed for any checking. Execution is enough contrasted with current plans. Since the plan
depends on XOR activity. Creator offers significance to the plans instead of the cloud model. It
needed more calculation for tasks done with encryption messages, plot assaults are conceivable. The
framework has arrangement, client key age, and access validation calculations. Verification of
Knowledge model is intended to help confirmation check. Security examination and different danger

models are characterized.

J.K Liuetal. planned a fine grained two factor verification get to control framework for the registering
administrations in light of web [61]. Characteristic based access control plot is structured by taking

mystery key and a gadget. Both are required to get to, (i.e.) a similar PC is required for each entrance.
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Individual utilization framework like e-Banking administrations is an appropriate application. The
gadget utilized must help calculation capacities and sealed. This plan underpins a fine grained
characteristic based access control. Intervened cryptography was intended for the prompt

renouncement of open keys [4].

A Security Mediator (SEM) model is structured dependent on this cryptography. In any case, it gives
a weight that this SEM consistently remain to play out any exchanges. Changed variant of this model
planned as security intervened authentication less cryptography. In this framework, client has mystery
key, open key, personality, and marking calculation. Mystery key and SEM model are likewise
required. It tackles the disavowal issues. Client is mysterious to this model. So, it prompts a security
issue. Key protected cryptography is utilized to store long haul enters in a made sure about gadget
and momentary marks in unbound gadget. All clients are expected to refresh the key for without fail
and the gadget is mentioned to carry out this responsibility [20]. Bilinear blending calculation is
utilized as beginning advance. (Boneh-Boyen-Shacham) BBS signature plot used to check the
accreditations. It requires less measure of necessities. Execution investigation and security
examination are performed. It empowers a security framework model to give protection backing to
the information. It generally requires the gadget to guarantee the security. So, it isn't powerful under

various cloud administrations stockpiling component.

Summary:

A cloud-based application will require the association of the accompanying gatherings: the cloud
administration supplier (CSP), the information clients and the information proprietors. The CSP is

liable for giving fundamental cloud-based administrations.

A cloud-based capacity and handling application can be defenseless against different sorts of dangers
from conventional security dangers, for example, disavowal of-administration assaults, unlawful
interruption or system listening stealthily to progressively explicit distributed computing dangers, for

example, maltreatment of cloud administrations, side channel assaults and virtualization
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vulnerabilities. We need to concentrate on client security and information security with the suspicion

that the cloud is an untrusted domain.

Regularly, from the viewpoint of clients, there are two kinds of foes that can present security dangers
to cloud-based applications. One is from the insiders of the cloud administration suppliers or members
of the applications, the other are outside aggressors or programmers totally outside the application
condition. The dangers from these enemies may raise different security issue.

Further, any cloud-based application ought to be intended to meet the accompanying security
prerequisites: Information Confidentiality, Privacy Preservation, Information Access Control,

Information Integrity.

Various authors proposed schemes for preserving privacy of data that belong to cloud. Most
of them used Fine grained, Course grained, Attribute based access control to achieve access

restriction.

Rresearcher have proposed different techniques and methods to ensure the privacy
preservation scheme. researchers are giving the access control through attribute based and fine

grained based mechanism and also use of encryption for securing the cloud data.

Anonymous ID based data sharing is not flexible because of more complexity and if at any

time the proxy compromised in the proxy based access, the entire system becomes failure.

Many cryptography techniques are defined but all the technique not confirming the privacy
of the cloud data.

Researchers proposed privacy solutions which appears working well but not found as optimal
privacy solutions so, the cloud needs to give more secure services by using advance

cryptography technigue and advance proxy mechanism.
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CHAPTER: 3

Major ISsues and

challenges of Privacy



Preservation 1n Cloud

Environment

Various different security matters for cloud has been noticed and figure out as it incorporates
diverse technologies along with systems, databases, working frameworks, virtualization, asset
scheduling, transaction the board, load altering, compatibility regulation and memory management.
Accordingly, security concern for a big number of these structure and technologies are relevant to
cloud computing.

Here six distinct field of the cloud computing condition with hardware and programming
desire denoting security consideration (“Trusted Computing Group's White Paper,2010”).

The following fields are pertinent to discuss :

(1) stagnant security for information

(2) security of information at transference

(3) Verification for users/applications/ processes

(4) hefty partition amid data associated to various users
(5) cloud statutory / administrative affair

(6) circumstantial feedback
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To make sure about data actual stable, Morse-alphabets coding systems are positively the
most ideal choices. The makers of hard drive presently transit self-encoding drives which
enforce credible storage measure of the credible computing group. The above mention self-
scrambling drives incorporate coding device with the drive, giving automatic coding at
nominal price or nominal work loss. Despite of the fact that product coding can be used for
guaranteeing data protection, it result the process increasingly slow and less protected since
a foe may be capable to grab the coding password from the machine without disclosing
identity.

Coding is the most ideal preference for making sure about info in passage too. Again,
confirmation and virtue pledge components ensure that info just delivers where the client
needs it to deliver and it isn’t altered in traverse.Strong validation is a compulsory necessity
for any cloud distribution. User validation is the basic reason for entry to control. At cloud
context, verification and getting control are more significant than at any other time since the
cloud and the entirety of its data are available to anybody over the Internet. The trusted
computing group’s (TCG’s) IF-MAP standard grants for synchronic transmission amid a
cloud specialist co-op and the client about approved clients and other security matters. At the
point when a client goes to get advantage is repudiated or change, the user’s character
recognition, administration framework can advise the cloud supplier synchronously so the
client's cloud access can be altered or denied in a jiffy. In addition, evident cloud
involvement is detachment among a cloud distributer's customers (who might be contesting
firm or mere cyberpunk) to dodge from unintentional or purposeful retrieve to delicate info.
Usually a cloud distributor ought to use virtual machines (VMs) and a hypervisor to isolate

users.

Technologies are as of now retrievable which can give notable security intensification to
VMs and virtual system partition What's more, the confided in stage module (TPM) might
grant machinery based check of hypervisor and VM integrity and in this way assure well

build complex severance and safety.
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3.1 Issues pertaining to security in Cloud Computing

Cloud security is accomplished, to a few standards, over third-party controls and affirmation
enough comparable in customary redistributing courses of action. However, after all there is
no formal cloud computing safety model, here seems surplus glitches related with this. Many
cloud sellers apply their own prohibitive regulation and safety restructuring, and realize
varying safety models, which should be appraises for their own benefits. For a supplier cloud
model, it basically lower to embracing user alliance to assurance that safety in the cloud link
up their safety strategy along with prerequisites assembling mainstay threat appraisal, due

perseverance, and assertion action (CPNI Security Briefing, 2010).

Subsequently, the safety challenges looked by alliance wanting to employ cloud facilities are
not profoundly quite the same as those reliant on them self-possess internal supervised
endeavours. The equivalent inside and outside risks are at hand and require chance
moderation or hazard acknowledgment. hereafter, we inspect the data protection issues that
receiving alliance should take into account, moreover with validation action about merchant

or common cloud purveyor or Frankly, with structuring and

running protection check in a unique cloud. Especially, we look at some issues below:
* The treats address data-resources dwelling in cloud computing conditions.

* The kinds of aggressors and their capacity of invade the cloud.

* The protection hazard related to the cloud, and for pertinent reflection of invade and
Defensive action.

* Rising cloud protection threat.

» Some case on cloud protection occurrences.
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3.2 Threats to Cloud-Security

The risk for information resources residing in the cloud could differ as per the cloud
transference methods applied by cloud customer associations. Following Table 1 depicts a
diagram of the risk for cloud customer classified by the confidentiality, integrity and
availability (CIA) security model and their applicability to every one of the cloud

administration conveyance models.

Table 1: Common cloud-security-threats
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Common Threats

ShortDescription

‘Confidentiality’

Undercover client risk:

Villainous cloud supplier client

* Villainous cloud client

client

Villainous outsider

(Supporting

either the cloud supplier or client

associations)

The danger of secret access to user
information stored within the cloud is
very prominent as every one of the
transferences models can present the

requirement for numerous inward

clients:

SaaS — cloud user and supplier

directors

PaaS-application designers and test

condition environment

IaaS- third party platform

External-attacker-threats:

Remote programming assault of cloud

foundation

* Remote programming offence of cloud

applications

The danger from outer aggressors possibly

seen to use else to open Internet
encountering clouds,
anyway, a wide range of cloud

transference models are swayed by

exterior offenders. specifically in private
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* Remote machinery offence against the

cloud

* Remote programming and equipment

offence

against cloud customer associations'

ferminus

programming and equipment

» ‘Social building of cloud supplier clients’,

Data-leakage:

* Disappointment of security get to privilege
above

various spaces

» Lack of suitable frameworks for cloud

information and reinforcements

clond where customer terminus can be aimed

O11.

Cloud vendors with enormous info stores

keeping

credit card info. particular info and delicate

government or protected assets, will be
distressed to offend from -classes, with

critical estate,

trying to get back info. This contains the
danger of Hardware offence, social building
and flexibly chain offence by committed
assailants.

A danger from across the board information

spillage among

many, feasible rival associations. uses the

similar cloud vender could be brought about
by human blunder or on the other hand
flawed equipment that will prompt data

bargain.

‘Integrity’

Data-Segregation:

Mistakenly characterized security borders

* Incorrect arrangement of virtual-machines

also. hypervisors

The uprightness of information within
complex cloud facilitating situations. like
‘SaaS’ arranged to share registering estate
amid clients could give a danger against info
uprightness if framework estate is adequately

separate.
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User access:

* Poor character and access the executives

Tactics

Data-quality:

* Representation of broken application or

foundation parts

Application of weak identity checkpoint

tactics

generate various menace openings. for

illustration that

disappointed ex-staffs of cloud vendor

company keep up remote access to regulate

customer cloud facility, and can cause

calculated

injury to their info sources.
The risk of outcome of info standard is

enlarges as

cloud vendor has various user' info. The

representation of a defective or wrongly

compose segment

required by another cloud client might

way the respectability of info for other cloud

customer

sharing configuration

‘Availability*

Change-management:

* Client intrusion check influence

other cloud users

* Base alters above cloud

even the cloud vendor has stretch duty

for alter the board internally all cloud transit

models, there is a risk that changes feasibly

originate
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*Denial of service risk:

complex fransmission capacity dispensed

refusal of

facility

* Network DNS  forswearing of

administration

* Application and information forswearing of

administration

The risk of refusal of facilities against

obtainable cloud

figuring asset is commonly an outside danger

contrary open cloud facility. In any case, the

danger can

sway all cloud facility models as outside and

inside danger operators can be present

application or

equipment sectors that rise a disavowal of

facility.

Physical disruption:

* Disturbance of cloud supplier IT facilities

through physical access

*  Disbursement of cloud client IT

administrations

through physical access

* Disruption of outsider WAN suppliers

administrations

The danger of disturbance to cloud
administrations brought about by physical

access is distinctive between enormous cloud

specialist organizations and their clients.

These

suppliers ought to be knowledgeable about

making sure about huge

server farm offices and have thought about
quality amid other reachable tactics. There is
a danger

that cloud customer framework can be

actually

disordered  still  further  successfully

regardless by inner or
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Exploiting weak recovery procedures:

* Summeon of insufficient fiasco recuperation

or then again business coherence forms

outsider where less safe workplace
environment or remote operation is usual

custom.

The danger of lacking recuperation and

episode

the board methodology being started is

elevated

at the point when cloud clients consider

recuperation of their own in

house frameworks in corresponding with

those oversaw by

outsider cloud specialist co-ops. On the off
chance that these

techniques are not tried then the effect upon

recuperation time might be huge.

Kind of Adversary in Cloud Computing

Potential security dangers and difficulties in distributed computing is natural for associations
overseeing in house framework and those engaged with conventional re-appropriating

models. Every one of the cloud

registering administration conveyance models' dangers outcome from the assailants that

could be isolated in two types as delineated in Table 2.
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Table 2: List of Adversary in Cloud Computing
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Internal- This kind of adversary have following attributes:

attackers
+ Are used by the cloud specialist co-op. client or any outsider

/supplier group doing the activity of administration.

+ Are allowed for cloud-administrations. client-information or

supported framework and software. incidental to their hierarchical job

* Using awvailable advantages to increase further access or bolster
outsiders in executing assaults against the privacy trustworthiness and

accessibility of data inside the cloud administration.

External

attackers An outer assailant has the accompanying qualities:

+ Is not utilized by the cloud specialist co-op. client or other
outsider supplier association supporting the activity of a cloud

administration

* Has no approved access to cloud administrations, client
information or supporting foundation and applications Exploits
specialized, operational, procedure and social building
vulnerabilities to attack a cloud specialist organization, client
or outsider supporting organization to increase further access to
engender assaults against the privacy, integrity and accessibility

of data inside the cloud administration.

3.4 Risks for Cloud Security

The security dangers related with each cloud conveyance model differ and are reliant on a
wide scope of factors including the affectability of data resources, cloud designs and security

control associated with a specific cloud conditions .
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Table 3: A list of security risks in cloud computing
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Risk

Description

Privileged user access

Cloud suppliers for the most part have boundless
access to client information; controls are expected to
address the danger of favoured client get to prompting

traded off client information

Data location and segregation

Data disposal

Clients may not know where their information is being

put away

also, there might be a danger of information being put

away close by

other clients' data.
Cloud information erasure and removal is a hazard.

especially

where equipment is progressively given to clients
based

on their necessities. The danger of information not

being erased from information

stores. reinforcements and physical media during

decommissioning

is improved inside the cloud.

e-investigations

Protective monitoring

and

The capacity for cloud clients to summon their own

electronic examinations methodology inside the cloud

can

be constrained by the conveyance model being used.

and the entrance and

intricacy of the cloud design. Clients can't

viably send observing frameworks on foundation

they don't possess; they should depend on the

frameworks being used by
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In the accompanying we talk about these dangers in a general setting, aside from where a
particular reference to the cloud conveyance model is made. Table 3 sums up the security

dangers important in the distributed computing worldview.

3.5 Major Security Risk

Cloud computing is the fastest growing service delivery model which offers multi-tenancy

on metric basis and the user

of cloud need to pay only for which he uses; it also removes the burden of expanding rigid

infrastructure with the company growth.

The customer of cloud believes in hiring IT resources from providers as per demand and

release it as they finish the job, The
cloud services sit upon virtualization and its interfaces are open to all.

However, for cloud provider it’s a challenge for maintaining trust and to provide privacy

preservation, Also the customer end
privacy is a prime concern.

This paper made an attempt to review the research work related to privacy preservation in

cloud environment and classify
major issues and challenges.

“Cloud computing is a fastest growing and proven platform which delivers computing

resources as a service” [57]. Cloud
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computing is provisioning of data, information, file, any other computing resources to the
intended user(s) according to their interest over the Internet.

clouds processing is an ongoing innovation used to speak to an alternate method to draftsman

and remotely oversee figuring assets; it

is sharing assets/data as-a — administration utilizing web. It portrays both a stage and sort of

application [59].

Distributed computing offers another guide for using just as conveying of figuring assets.

The arrangement depends on the

Web which are powerfully versatile and more often than not these are virtualized assets.

"Cloud is a situation of the equipment and programming assets in the server farms that offer

various types of assistance over the system

or on the other hand the Internet to fulfil client's requirements"[57].

Cloud clients can use the administrations of cloud in a compensation for every utilization

premise and they spare recognizable forthright expense of building their own inflexible
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Infrastructure. The name and popularity of cloud increases step by step anyway the client of
cloud is consistently quick to think about the assurance of their touchy information within

cloud.

Likewise, the touchy information must be shielded from cloud specialist organizations (CSP)
without trading off the data.[54]

Because of these explanation clients of cloud may lose trust and this will lead in non-
rehearsing of cloud [56]. Thus, security protection is a much concern region in cloud

condition.

"The measure of information creates and oversaw by cloud is exceptionally refreshing step

by step with the appearance of people to come

technologies"[58]. IBM ,Google, Amazon, are some name of notoriety that gives stockpiling

administrations to cloud. However, re-appropriating of information

may prompts security issues . The cloud specialist co-op is dependable to guarantee security

to the re-appropriated information and guarantee the

solid administrations to its customer. The information stockpiling must guarantee secrecy,

respectability and accessibility. The cloud administration that give
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capacity as a help must guarantee that information not changed or got to or altered by

obscure/unapproved individual

3.6 Significance of Privacy and need of its Preservation

Privacy could be stated as the process of hiding confidential and sensitive information related

to an individual from rest of the world.

Confidential things could be some data or file or any other information pertaining to an

individual. In cloud environment mainly

privacy of data stored is desirable, the data stored on cloud may be any sort of user identity

or controls and violation/leakage of

privacy might cause major failure of the system

Protection is the capacity of an individual or gathering to confine themselves or data about

themselves and in this way uncover them

selectively [57].

Protection has the accompanying components.
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At the point when: a subject might be increasingly worried about the current or future data

being uncovered than data from an earlier time.

How: a client might be agreeable if his/her companions can physically demand his/her data,

however the client dislike alarms to be

sent consequently and every now and again.

Degree: a client may rather have his/her data revealed as a questionable area as opposed to

an exact point.
A. Significance of ‘Privacy Preservation’

Privacy ensures that the data stores on cloud storage accessed only by the intended users and

the modification of data could only be
performed by the intended user(s) who possess sufficient privileges of doing so.

It is also important to ensure that bodies of local administration who are responsible of

publishing / posting the user’s data, cannot
view or modify it [58].

In short after outsourcing no one including cloud service provider can view or modify the

data content of user.

Privacy preservation provides means of security to the outsourced data. Privacy preservation

generally requires cryptographic

techniques.
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For better implementation of privacy preservation policies, it is important to understand what

needs to be protected. Therefore, in the

next text we explore type of information need to be protected.

B. Classification of Privacy Sensitive Information

People often mean personal information in a distinct manner however in this paper we deal

with privacy sensitive information that

may include following:

1) Information Pertaining to Personal Identity: The information pertaining to an individual

and which will be exploited to

recognize or locate an individual (like — Person_name,SSN ,Emp ID,Addr_Detail) or any

other information which could be

used in conjunction to other information for identifying an individual (for example-

IP_Address, Card_ number,bank account

ID)

2) Information which could be claimed as Sensitive: This could be information on caste sect

or religion , health , or any other

information that needs to be private. These details require adequate safety measures, some

other examples are financial

information and appraisal information, biometric information, CCTV information of public

places.

3) Usage Statistics: Usage statistics presented by computing devices or nodes like; activity

information such as viewing
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interest, recently browsed websites or usage statistics related to a product.

4) Device ldentity: User devices are also generating information through which devices are

uniquely identified such as IP

addresses, RFID Tags, Hardware identities.

3.7 MAJOR ISSUES AND CHALLENGES WHILE PRESERVING PRIVACY IN
CLOUD

Protection of information is another significant concern, while redistributing information to

the cloud specialist organization. For example, all the individual

data about the clients alongside the business rationale is redistributed to the cloud specialist

organization. In such case, the information

proprietor stresses over the information security, as the re-appropriated information might be
abused [55].

In the following text we explore major area of concern while ensuring preservation of privacy

in the cloud environment and

categories them as client level concern and service provider level concern of cloud. Figure 4

shows this.

A. Cloud Client-Side Issues and Challenges

53



Cloud computing offers an interface at client end through which one can access cloud

services and to ensure preservation of privacy

at this level one need to ensure it at the cloud interface level. The preservation of privacy

mainly deals with the ways of securely

exploiting cloud services by the end user.

For this partially honest condition few instructive guidelines have been proposed and it is

obvious that this is a potential research

field of preserving privacy, also to enhance trust of cloud clients in an unknown cloud

environment by empowering them to control

process of preserving privacy by their own.

Next, we discuss some crucial research areas related to privacy preservation.

“Optimization of efficiency” has been explored [60] mainly in few specific situation [61]

Like “secure computation homomorphic

encryption uses the coding and decoding to the outsourced data for some issues it is important

to improve

efficiency” [62] whereas [63] uses “bilinear total signature and open key based homomorphic
verification”. By the “improvement of versatility and efficiency these cryptographic wills

have the option to offer more and more security to the sensitive

data of cloud”.

Another popular method is “noise obfuscation which protect private information”. “Ardagna

et.al emphasis on preservation of
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location in mobile environment and come up with an answer dependent on bafflement

administrators” [64]. “YE et.al propose noise

injection in search processing for ensuring protection by detailing commotion infusion as a

method of limiting issue” [65].

“Zhang et.al suggested a historical probability-based noise generation strategy for preserving

privacy and to improve the efficiency
and achieve promising cost cutting in cloud environment” [66].

Briefly speaking noise obfuscation offers a method to preserve privacy at client end by

obscuring personal information. Cloud

interface level preservation of privacy will make prominent impression in the field of privacy

and the triggering factors related to
this area is fully dependent on the emergence of clients.
B. Cloud Service Provider Side Issues and Challenges

Preservation of privacy at cloud services end is quite complex as it offers services which are

generally open to all therefore multiple

type of privacy risk has to address, and analysis of various malicious cloud users unethical

cloud services are required.

The cloud services are composite in nature and for cloud service provider it is essential to

ensure privacy preservation at each level,

here we address preservation of privacy issues at each level of CSP.
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1) Application Related Issues and Challenges:

a) Cloud Service Application Related Issues and Challenges: The preservation of privacy at

this level is of high concern and

needed to be Specifically addressed however some existing preservation policies may be

applied at this level to achieve preservation of privacy up to certain extent.

Here we discuss some existing general work connected to this area — Smit et al [67] “discover
a framework and methodology for managing privacy into could”. [68] “addresses this as a

semi honest

condition where the guest problem between the provider & the recipients has been

discussed”, also a ‘privacy bond’ is advocated to utilize for achieving trust.

Also “privacy preserving data mining (PPDM) explores the risk of privacy leakage” [69].
“To protect client protection Alexandre et al”[70] uses a “randomization engineer to examine
and discus the process of association rule mining”. Most of them aims on limited sets of data

values and a group of data mining techniques.

Also “liu et al [71] investigate and design an method to administer in actual charge data sets”.

Gold berg et al [72] administer info concept to dig intensely in PIR”.

“In a condition of using multiple server an accustomed approach has been used to improve

performance of PIR” [73] in cloud.

“Privacy preserving data publishing (PPDP) is a connected field of data publish of web

services” [74]

“SulLQ framework [75] acknowledge concealment attentive analytical directory by
developing the restrained-on noise needed for privacy”. “all in all, a contract off amid privacy

services [76], PPDP has been boosts as it realizes pay per use style of cloud”.
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Briefly speaking preserving privacy at cloud services and application level is a potential field
pertaining to preservation of privacy and the triggering forces for research related to this area

solely dependent to the emergence of service applications.

b) Cloud Application Podium Related Issues and Challenges.: Some common platforms for
cloud applications like Hadoop is being used to support cloud services. The major area of
concern related to privacy risk at this level is the risks involved by platform itself and the
concern is not only about private data or conditions but also taking care of data about data or

methods with cloud services processes.

We found that this approach is a potential area for research in the field of privacy preservation

of cloud.

“Map reduce” [77], is a popular platform used is a cloud environment and privacy concern

in map reduce may involve consideration of solving some privacy risk.

By the use of preservation of privacy word search could be enhanced [78]. “The hybrid
approach [79] can make cloud data intensive instances”. Other application platforms besides

Hadoop are enhancing by fixing system flaws.

Recently beside map reduce, other application platforms also considering preservation of
privacy. Therefore, it is found a promising research are in nutshell preserving privacy at the
level of application platform attract more attention in recent days. And the triggering factors

of this field solely depends on the emergence of cloud clients & services.
2) Management Related Issues and Challenges:

a) Cloud Management Platform Related Issues and Challenges: “To utilize services provided
by cloud, some cloud management platform have been proposed and utilized extensively like
open stack” . At this stage some basic privacy concerns are required to be taken into account

like management of resources, provisioning of interfaces.

Therefore, in particular cloud management platform, preserving privacy focuses on the

analyses and fixing of privacy volatilities and flaws.
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We found it as a new topic in the field of privacy and also a potential research area. At this
level preserving privacy is based on few mature areas like “Amazon Elastic computer cloud
[ec2]” “begiel et al” [80] present a Kind of "image attack centres around removing delicate
data while the client is really unconscious”. Preserving privacy is a crucial one specially in

the field of open source and developing platform for managing cloud.

In nutshell cloud privacy preservation is an immature area at this level, also it is a novel and
promising research are in the field of cloud computing. The triggering forces pertaining to

this research field are fully dependent on to the emergence of service markets of cloud.

b) Virtual Machine Management Platform Related Issues and Challenges: The cloud sits on
the visualization concepts and mainly operated by virtual machine (UM), UK KUM, Len and
VMware, presently VM management are deploying in mature cloud service providers. It is a
primitive level which administering various computing stakes and connect to the upper level
i.e. cloud administering platform level. [81] “preservation of privacy in VM basically focuses

on to isolate sensitive information

on the basis of secure kernel or hardware”.

Therefore, by enhancing VM themselves one can achieve privacy preservation. Some of the
remarkable approaches are listed below [82] “Introduces an approach to investigate and to
obtain a strong isolated computing to keep information secure based on specific hardware”.
“Abstract user model addresses one kind of hypervisor attack. Surface which can threat

privacy in cloud” [83].

Preserving privacy at VM administering platform level developed on the basis of current
works. Therefore, preservation of privacy at ‘Virtual Machine administering platform end’
is a promising and developed field and higher standards for preserving privacy are required
for this area.

The triggering forces pertaining to this research field fully dependent on to the emergence of

services and commercially used eco systems of cloud.

C. Storage and physical computing related issues and challenges
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Preserving privacy at storage end and real computing end requires few fundamental means

to secure data, here we summaries some important research works.

“Specific privacy problems are major concern of current research work for example Simoens
et al” [84] present a “biometric encryption system for preserving privacy in biometric”. “A
hierarchical identify based Cryptography” [85] realizes “mutual authentication in hybrid
cloud. Some fully developed approaches can enhance privacy” like “old school protocols:
SSH, Kerberos, and IKE”.

For preserving client privacy at the bottom layer proxies and anonymity network have been
extensively used and the objective is maintaining obscureness or unclearness in a suspicious
network. “Onion routing and TQR” [86] provide a more sophisticated Scenario, which create

difficulties to attackers for tracking customer via analysis of the network traffic.

“Trust [87] has been utilized to improve unknown correspondence particularly in cloud

environment”.

In nut shell Preserving security at storage end and real computing end is potential area of
preservation of cloud privacy , also the recent researches focuses on advancement of existing
approaches like at the virtual machine administering platform level, on this side security &
privacy are closely related to each other.

The triggering forces for this domain are fully dependent on the emergence of various

services of cloud.
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Table 4: Assessment of privacy preservation issues and challenges in cloud environment

64




Summary

Different kind of privacy attacks or threats has been experiencing by the development and
expansion of cloud computing model, to address their severe issues like malicious nodes or
clients and kinds of vulnerabilities various preserving techniques have been presented so far
in the context of privacy. However legacy privacy threats and attacker can co-exist in cloud

and new advancement in cloud generally introduces new privacy threats and challenges.

Therefore, we can say that preserving privacy is a complex area which attracts researches
also preserving privacy in cloud environment is big task and requires in-depth &
multidimensional investigations obviously it is impractical to comprise all the dimensions of

investigation into a single work.

However, we succeeded to analyse open research problems pertaining to preservation of
privacy and transparently categorize the major areas of concern for preserving privacy, also
we successfully present assessment of privacy preservation issues and challenges in cloud

environment (see table 4).
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We also realize that existing privacy preservation schemes are insufficient to deal with
emerging security & privacy challenges and the subject requires further investigation and

future work to address all the security & privacy issues.

Chapter: 4
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Studying EXxisting
Privacy Preservation

Schemes and Models.

We performed study on various available privacy preservation schemes and present a

comparative study on few important one in this chapter. The schemes on which we focused

are listed below:

1. Privacy preservation scheme based on Encryption proxy, proposed by Grevler et al.

2. Privacy preservation scheme based on Cloud Mask offer by Nabeel et al.

3. Privacy preservation scheme based on Fine Grained access control and homomorphic
encryption, proposed by J.K.Liu et. al.

4. features based privacy preservation scheme, proposed by H.Liu.
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4.1 A Comparative Study on Privacy Preserving Schemes dependent on

Encryption Proxy and Cloud Mask:

"Cloud computing is an assets provisioning framework which conveys its administration on
request above cyberspace”[95]. Cloud processing is furnishing some sort of figuring assets
such as information, facts, document, some alternative assets to its user(s) on their interest

over the cyberspace.

Cloud figuring is an ongoing innovation utilize to speak to an alternate method to planner
and distantly oversee registering assets; it is sharing assets/data as-a — administration

utilizing web. Cloud computing can be speculated as a stage and kind of function[96].

Cloud computing overture another guide for using just as conveying of figuring assets. The
arrangement depends on the Web which are progressively versatile and more often than not

these are virtualized assets.

"Cloud is a domain of the equipment and programming assets in the server farms that offer
differing types of assistance over the system or then again the Internet to fulfil client's
demand"[95].

Cloud clients may use the administrations of cloud computing in a compensation for each
utilization premise and they spare observable forthright expense of constructing self
unbending framework. The fame and notoriety of distributing computing increases step by
step anyway the client of cloud computing is consistently quick to think around the security

of their delicate information within cloud.

The nearby director just as CSP will not find out about client information indeed during
operating expected process.[88] The information that is redistributed even on convey or relax
required insurance from unapproved get to also in case that cloud computing supplier isn't
guaranteeing that, the belief of distributing computing client might influence gravely

[99].Accordingly security conservation is a hot exploration territory in cloud computing.
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"The measure of information creates and oversaw by distribution is exceptionally refreshing
gradually with the coming of people to come technologies"[100]. Google, Amazon, IBM are
some notable accommodates stockpiling administrations of cloud. Be that as it may, re-

appropriating of information unmistakably pulls in safety matters.

The distributed specialist organization is capable to guarantee safety to the re-appropriated
information and guarantee the solid administrations to its customer. The information
stockpiling must protect secrecy, honesty and accessibility. The cloud administration that
give capacity as a help must guarantee that information not adjusted or got to by
obscure/unapproved person [101]. For Ensuring security of the redistributed information
numerous scientists present plans and models dependent on entry check strategy,

cryptography methods. A bit of that are talked about here.

4.2 PRIVACY PROTECTION SCHEMES

Ulrich Greveler et al. recommend a cloud computing information stockpiling engineering
that confine cloud manager and neighbourhood head to learn concerning re-appropriated
databank content [97]. Thou utilize instrument lucid privilege articulation to restrict the client
of information centre. that engineering they presented new job of "rights editorial manager"
which characterizes at one time interval application start. They presented a safe security
protecting cloud computing information stockpiling design along with primary spotlight is

on SaaS.

In this plan the cloud computing worker/executive is kept from studying content in the re-
appropriated databank on account of utilizing encoding. Anyway, still there is a requirement
for discovering approaches to confine workers utilizing cloud application to learn more than

their benefits.

Greveler et.al fundamental commitment is a framework engineering that permits an adaptable
and sufficient "Entry Limitation Writing". The framework probably opposes from duo outer
and inner aggressors. At that framework every information are put away scrambled, the
reinforcement of databank is worked routinely by the cloud computing administration they
computerize. The reinforcement technique for encoding intermediaries is planned although
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building up framework respectability first at that point trading the decoding keys over a safe
route additionally all meeting keys are TPM fixed for improving safety [94].

A. Framework Architecture Detail

The gainful databank is put away on the cloud and comprises of three sections namely.
1) Information handling (Cloud itself assumes this job)

2) Encryption Proxy (Intermediary among cloud and client)

3) Ul (With which client cooperates with the framework)

The substance of profitable databank is scrambled additionally for load adjusting customers
are unrelated to a solitary encoding intermediary. The profitable databank incorporates an
annotation list where data of every client's exchanges are put away. The encoding
intermediary is the crucial part of the framework, it gives client entry to the (decoded)
information. The encoding intermediary goes about as a delegate among cloud computing

and client.

4) Web Interface: It redirect a solicitation along with meeting ID to the User Client on to a

protected route.

5) User Client: The UC a while later makes an XML-RPC solicitation to the customer Engine.
This XML RPC comprise of the accreditations and the solicitation from web interface. To

make sure about the solicitation's everything fragments are encoded.

6) User Engine: It gets demand from UC and inspect for the mark, whether the mark is
veritable the framework will unscramble the client accreditations the UE then inspect the
qualifications and affix the customer Id and Group Id to encoded demand and redirect it to

Rule Engine.

7) Rule Engine: The RE focus into the entrance standard check document for permitted work

identified with UID (or GID), if a capacity P is seen, the RE likewise discovered the
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utilization record f. The RE look in the safe stockpiling for the pre-owned databank d and the
decoding key K .Again RE ascertains the calculation demand for databank p(f) and forward

the solicitation to the cloud databank.

B. Significant Benefits of the Model

1) This is an endeavour to build cloud computing information self-clever.

2) They utilize TPM to lock all the meeting keys, TPM fixing capacity ties information to a
protected condition [94].

3) This framework gives no login shell.

4) At this point decoding is just on request and lessen time utilization whereas the framework

Is starting up.

5) They utilize entry check Language, for example, XACML (Extensible Access Control
Mark-up Language) for the standard engineers, XACML empowers us to possess complex

entry privilege along with XML signature.

6) At this moment we may indicate regulation to restrict the everyday demand for a

representative to get to the beneficial databank and forestall download of the entire databank.

7) Solely the substance of safe stockpiling is alterable inside the encoding intermediary.

C. Restrictions

1) This prompts execution up above as every time there is a requirement of retag or rethinking

regulation for the standard motor.

2) in the event of tremendous figure of up and coming solicitation it gives disarray.

3) At whenever whole command is on Encoding Proxy.

4) Understanding the intermediary drives the framework disappointment.
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5) The formation of intricate mechanism coherent entry privilege to the unscrambling keys
turned in a difficult issue.

6) XML built-in privilege articulation is confused and dark.

M. Nabeel et.al, distinguishes difficulties in making sure about DaaS Model and introduced
a framework termed "hunk veil" for making sure about authoritative information utilizing in
depth and adaptable entry standard check for distributed information facilitated in the cloud
computing[89]. By and large Storage as a service(SaaS) give online stockpiling during which
Data as a Service(DaaS) give a more significant aligned interface to stow and question
information on an information structure, and in cloud information administrations,
information protection and security are significant concerns, consequently a significant
prerequisite is to help fine grained get to control, in light of arrangements determined in an

powerful entry check language , above encoded information facilitated in cloud.

D. Cloud Mask-Architecture

They expect hierarchical information are assembled into archives every information thing in

arecord is termed subdocument.

Cloud Mask comprise of succeeding segments

1) Document Manager (DM): This is internal substance that oversees membership and carry
out strategy based encoding of reports. Several pieces of calculations accomplished by DM
may be advanced to a cloud framework, for example, Amazone EC2 we require to ensure

that the real keys are absent from the cloud.

2) Cloud Data Service (CDS) :It is an outsider cloud computing administration for facilitating

the encoded reports, the CDS can do task under SaaS or DaaS model.

3) Users (Usrs): Usrs are the workers of the association they register with the DM and
recover reports from the CDS.
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4) ldentity Providers (IdPs): IdPs are the autonomous substances that provide guaranteed
personality badge i,e., duties of character credits to Usrs. Nabeel et. al, guarantee that this
framework is a propitious advance to limit any wholesale fraud usher assaults by

employee/outcasts. Since the DM and CDS don't learn personality qualities of Usrs.

Cloud Mask is fulfilling safety and protection necessities mention below.

5) The DM and CDS don't gain proficiency with the character property of Usrs.

6) The CDS doesn't gain proficiency with the substance of subdocuments. 7) feature based

entry check is upheld for the subdocuments.

8) The CDS gives a component to confine the entrance to subdocuments just to approved
Usrs unaccompanied of acquiring knowledge about their Character characteristics. Cloud

Mask depends on below mention structure squares

9) Oblivious Commitment Based Envelope (OCBE) convention.

10) Broadcast bunch key administration (BGKM) Schemes.

OCBE convention are introduced by Li and Li[93], they give an approach to negligently
convey a piece of information to the Usrs who fulfil specific circumstance. The DM and Usrs
participate in OCBE conventions for the Usrs to get insider facts for the character badge
communicated as responsibilities. Utilized as safely appropriate and convey a piece of
information to a gathering of Users. The Users in the gathering divide among keys(group
key) accompanied by that convey a piece of information is scrambled while transmission in
the gathering. As key is recognize to just gathering Users ,no one but they can unscramble
and acquire the message. On the off chance that if bunch elements changes(any part leaves
or join the gathering) another gathering key should be created and re dispersed in a safe
manner to every contemporary gathering clients for keeping up in reverse and onward
mystery. In . BGKM conspire bunch key is provided as [Group Key= private Secrets + Public
Info]
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Personal privileged insights are accessible just accompanied by bunch individuals and open
data are ordinarily accessible to every one.

E. Major Benefits

1) It suggest bi-layer encoding procedures and get six stages as character badge granting,
strategy disintegration, personality badge enrolment, information encoding and transfer,

information downloading an ,encoding development the board.

2) Feature linked keys, Entry check approaches disintegration are the solid purposes of this

model.

3) It guarantees in reverse mystery just as forward mystery in case of gathering elements

adjustment.

4) With the use of BGKM no compelling reason to arrangement personal correspondence

routes with every clients of the gathering.

5) The CDS gives an instrument to limit the entrance to subdocuments just to approved clients

without learning their character traits.
F. Confinements
1) No usage of questioning office.

2) At the hour of bi-layer encoding this representation give rise to a problem on disintegration
of Entry Check Strategy (ACPS).

3) The re-encoding of information provides calculative expenses and the conveyance of keys

gives correspondence expenses.

4) In in-depth get to control — push base model ,it is hard to keep up key mystery in a unique

information distributed framework.
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Element/Scheme

Encoding proxy
based

Clod Mask based

Design to Preferred

Software as a

Service

Storage as a Service

Entry limitation

In-depth  Entry
Check/

Fine  Grained(course

grained)

Machine Entry Control/Features
Readable Rights based entry Control
Expression
Protocol | e Unaware duty
- Based
Envelope/Transmit
class Key Management
Encoding XML Encoding Two Layer
Encoding/Reencryption
Key Management No key Group Key
Management
Entry Check XACML policy BGKM
strategy
Proxy Encoding Proxy NO
Signature XML Signature NO
Hardware Trusted Platform NO

Authentication

Module

Table 5: Comparison Table
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4.3 Comparison Table:

Utilizing mentioned earlier correlation tabular array we endeavoured to portray qualification

and resemblances(if any) betwixt the above mentioned duplet security safeguarding models.

Conversation

Scientists endeavoured to introduce protection conservation plans for making sure about
cloud information. For Entry limitation they utilize detailed, Course grained, feature based
entry check. The lone thought of safeguarding security of cloud computing information

envelops these twin elements:

1) In what way to confine unapproved entry to information just as in what way constrain
entry of an enrolled client so as to spare total download of beneficial database with the goal

that he can't get to more than his right.

2) How to confine neighbourhood chairman or cloud director or whatever other entertainer
which manages redistribute information, to find out about information in any event, when
they play out some planned activity . The first be tended to by the utilization of entry check
strategy like XACML, Group key Management strategy, Anonymous ID

the board, Dual element confirmation, Threshold based plan. Furthermore, the subsequent
one be tended to by the utilization of Cryptographic methods like XML Encoding, Two Layer
Encoding, Proxy Encoding, Homomorphic Encoding and so forth.

In this work we centre around seclusion maintaining plan of action dependent on encoding
intermediary and cloud computing veil( that were introduced by Ulrich Greveler et. al and
Nabeel et. al) .As long as fulfilling a function near examination on above mentioned dual
protection models we saw this cloud computing veil come together being next to security and

security necessities.
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The Document administrator and cloud computing information in visible form Service don't
get familiar with the character property of Users. The Cloud Data Service doesn't gain
proficiency with the substance of the subdocuments. The CDS gives a component to limit
the entrance to subdocuments just to approved clients in the absence of learning belonging

to personality properties.

Encoding intermediary based representation utilizes equipment validation utilizing TPM and
furthermore it carry out load adjusting errands as the customers are not bound to a solitary
encoding intermediary .In this place a data about data table is utilized where meta data of
every client's exchange are put away .The encoding intermediary is the key piece of the
framework. The unscrambling is just on request and diminish time utilization while the
framework is starting up. With the utilization of XACML in rule motor the framework have

composite entry privilege along with XML signature.

In cloud computing veil on the occasion of gathering elements alter whole document needs
to re-scramble this provide extra calculation weight and in intermediary based model
encoding intermediary check get to given to the clients and on the off chance that if

intermediary bombs the whole framework could be undermined.

Discussion

Cloud computing picks up notoriety step by step and the information produced on web is
increasing at a high pace yet this quick development of information may leads serious safety
and protection concern extraordinarily information that is import(in case inactive or
dynamic)require assurance, in such manner different specialists proposed various plans and
models dependent on Cryptographic instrument, Proxy based assistance models. . The
encoding intermediary based model uses equipment verification utilizing TPM and
encryption is just on request additionally they use XACML for checking entry of clients and
the whole check is on Encoding Proxy and if whenever it gets bomb the whole framework

disappointment may occur.
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The Cloud Mask depends on double layer encoding and utilizations ignorant assurance Based
Envelope(OCBE) and Broadcast Group Key Management (BGKM) for covertly convey
messages and offers better key administration. Anyway on the occasion of gathering active

alter re-encoding used that guide in calculation expenses.

In this work we concentrates just on above mention binate plans and effectively show a near

report on to it and relax plans may be examined in time to come conversations.

4.4 A Comparative Study On Fine Grained And Attribute Based Privacy

Preservation Schemes

Cloud computing is where the PC machine is for all intents and purposes facilitated
on web that grants foundations to look for, lease, sell, or give programming and
diverse advanced resources through the web at whatever point mentioned for
administrations. Cloud computing is a hopeful realities period structure for
associations and individuals. Cloud computing encourages the most development
information storage(SSD) and open worldview with clear masters, which remember
for request self-administrations, omnipresent network get section to, and zone fair-
minded valuable asset pooling [107]. "Cloud computing is an assets provisioning

framework which conveys its administration on request over Internet" [105].

"The measure of information creates and oversaw by cloud is profoundly refreshing
step by step with the approach of people to come advancements” [102]. Google,
Amazon, IBM are some notable accommodates stockpiling administrations of cloud.
In any case, re-appropriating of information plainly draws in security issues. The
cloud specialist organization is mindful to give the security for re-appropriated
information and guarantee the adaptable and solid administrations to the customer.

They should protect privacy, uprightness and accessibility. The cloud administration
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that give stockpiling as an assistance must guarantee that information not adjusted or

got to by obscure/unapproved individual [102].

Rest of the paper is sorted out as follows, Section | include the presentation of
protection conservation plans, Section Il include the connected work of security
safeguarding procedures, Section Ill contain Analysis of protection conservation
plans Section IV contain the conversation , area V finishes up research work with

future headings.
4.5 ANALYSIS OF PRIVACY PRESERVATION SCHEMES
Hong Liu

H. Liu et al. analyses as “ prevailing solutions recognition on the get unlawful
approach of information, not on privatives problems while facts give out to others”
[103]. “Apportion Authority based totally Privacy preserving Authentication
protocol” (SAPA) proposed by Hong Liu. SAPA protocol attains the shared entry
level authority by mechanisms of identifying anonymous entry with the concern of
privacy and security . Access control of an attribute based is used to ensure that the
particular client has the right to get his own data field only. Re-encryption of proxy is

carried out to show information sharing between multiple users [4].
SYSTEM MODEL

Following figure 1 shows system model used in cloud database(storage)architecture
[104].The model uses three actors playing role in the proposed system, these are

client, server and third party. Below table summarizes notations used by H.Liu.

79



=

==

loud Sorver,

IPub!u: Auditing

% Trustad Third Party

Data Related Delegation

0.0
on
A

users

Fig 5: The Cloud Storage System Model[104]

a. Client:- An independent or organization body, who possess its statistics stow inside
the cloud for web statistics persistence and computing. Versatile clients could be
associated with the same org., and are allotted with individualistic set of rule on
specific data fields.[104]
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b. Server :- An institution, that is controlled by using a specific cloud computing

vendor or cloud computing app operator to facilitate information persistence and

calculation facilities. The server in the cloud is an institution with unlimited

persistence capability and computational sources.[104]

c. Third-party:-Some selective and disinterested institution who looks for the

advanced aspect in place of the clients, to carry out records public-auditing and
dispute-arbitration.[104]

The system model, suppose the communication channel from one to another point among

the different clients and cloud server are secure by the “secure shell protocol”. The

confirmation understanding are not listed within these protocol presentations. There are

not fully trustable relationships among a server of cloud(S) and the cloud client or user Ux

[104].
Notation Description
S, Uy The cloud server, and a user (.e., cloud data
owmner).
Prigr, UgL’s pseudorandom identifier (pseudonym).
T, Ux’s identity token that is assigned by S.

sids . , stdgr,,

oz,UO', B, T,
k2

Rum

Dyr,.., Do,

AU;,_-I LU;,_-I PU

a

{mpk/ sk}
{pk/sk}
ks, ., ko,

Ve
s, Crr.,.

F s, (x, Pu,.)
FuL(x, Ly, )

The pseudorandom session identifier of S, U,.
The randomly generated numbers.

The access request pointer that represents U,’s
access desire on U, s data fields.

Usx’s own authorized data fields, and U, ’'s temp
authorized data fields.

The data attribute access list, re-structure data
access list, and data access policy.

The pairwise master public/privacy keys.

The pairwise public/privacy keys.

The aggregated keys, and the re-encryption
keys.

The locally computed value V according to the
same algorithm.

The ciphertexts.

The defined polynomial owned by S.

The defined polynomial owned by U,.

Table 6: Notations [104]
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SHARED AUTH. BASED PPAP

» System Initialization:-
e CLOUD SERVER (9)

e USERS (Ux)

Thereinto, Ua and Ub are 2 user, that have unrestricted access auth.on their own data
field[106].

» The Proposed Protocol Descriptions: -

Relation among Ua, Ub, S, in which both Ua and Ub have the right of
authorized information set for facts(data) sharing. Remember that concurrent
interactions might not be launched together, and some time gap(interval) is
admissible [104].

4.6 ANALYSIS OF FORMAL SECURITY BY THE UCM (UNIVERSAL
COMPOSABILITY MODEL)

The UCM specifies a method for protection proofs [111], There is a real-global

simulation, a really perfect-international simulation, and Sim (type of
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simulator) converting the protocol exe. from the real-world to the correct-
global. [104]

Theorem 1. UC Security.

e Zdistinguishes among relation of A with Pi,
e relation of A~ with P~i, is at most negligible possibility,

o real protocol p UC-realizes an ideal functionality F,

The UC formalization of the SAPA incorporates the ideal world model

Ideal, and real-global model real Ideal: - Declare 2 uncorrupted idea func.

1. Faccess
2. Fshare [104].

A dummy part P~ and an ideal adversary A~. {P~, A~} cannot

establish direct communications.

Real: - define Pshare (run by P, Uu and S) along with Real adversary(A) and

environment (2)
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For computing services based on web, J. K Liu et al. designed a “detailed bi-
determinant confirmation entry check system” [90]. With the help of secret key and a
device, they designed attribute based access control scheme. They design the system
in different way ,and do not part the secret key. Instead, they proposed some additional
peculiar facts preserved with the security-device. During authentication it is require
that this fragment of fact come simultaneously by the client unrevealed key. In any

case missing

either part result in non authentication. The methodology used is pictorially

represented in the above diagram.
The system comprises of under mentioned participants
* Trustee: Which is initiating all system variables and also initiate the security device.

* Attribute-issuing Authority: Which is responsible to initiate secret key for users based on

their attributes.

» Users: Which is the actor who did authentication with the server. Each user bears a secret

key issued by the issuing authority also a security equipment is initialized by the trustee.

* Cloud Service Provider: Which offers services to anonymously authorized clients. During
authentication process it communicates with the user. Fig 2 depicts overview of 2F Access

Control system.

Assumptions : Their aim was to preventing private information exposure in the event of
authenticating access. Thus they come up with some hypothesis on system arrangement and
information transfering channel while assuming every client exchange information with the
service vendor over an unknown means [104], [105] or uses IP-hiding technology. They also
pretend the administrator initiates the security criterion according to the algorithm
prescribed. Other vulnerabilities and risks , like P hijacking, distributed denial-of-service

attack, man-in-the-middle attack, etc., were not considered by them.
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Table 7: COMPARISION TABLE OF H.Liu & J.K.Liu

ASPECTS/PAPER H. Liu JK. Liu
ACCESS Control Access fully Attribute based Fine Grained Access Control
CONTROL
KEY Key Management is done by Broadcast | Secret key, public key, and
MANAGEMENT | Group

signing algo.
POLICY NO Policy Present here Two factor

Authentication

ENCRIPTION Uses Proxy re-encryption Yes (SEM model for cryptography)
SIGNATURE Not Available BBS signature (Boneh-Boyen-Shacham)
CENTRAL No NO

AUTHORITY

4.7 DISCUSSION

In the context of comparison, both researcher have proposed different techniques and methods
to ensure the privacy preservation scheme. researchers are giving the access control through
attribute based and fine grained based mechanism and also use of encryption for securing the

cloud data. Table 7 depicts a comparative picture of both work.
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Anonymous ID based data sharing is not flexible because of more complexity and if at any
time the proxy compromised in the proxy based access, the entire system becomes failure.

Many cryptography techniques are defined but all the technique not confirming the privacy

of the cloud data.

In the next approach the use of secret key along with the facts stored in device used for
authentication is not the best solution for accessing the data because if we lost any one of
them it may lead great trouble for us.

4.8 Privacy Preserving models Based on Public Auditing Schemes

Since last decade various authors suggested various solution for security, privacy and
integrity of hosted data in the cloud and this data is may be corrupted deleted or modified
accidentally or intentionally and obviously the integrity of this cloud data is always on stake
A scheme for verifying integrity of cloud data without observing the complete data was
proposed by Young Yu et.al,they use auditing method like oruta.Yang et.al suggested a
public auditing method that preserve the identity and ensure privacy for group members,
there are group manager and area manager produced public key and secret key and auditing

was on demand and carried out by a trusted third party auditing.

Navajothi et al. suggested a model that centres around effective as well as securing the
distributed storage framework and auditing the privacy preservation in dynamic nature
(TTPA) for ensuring the integrity of hosted data. This accomplishes both open auditable and
dynamic information activities. The plan, the client partitions records into number of
information parts (11,12,...,In) which thus are separated as n information squares (s1,2,...,5n).
Here client generates a mystery hash key(hk), mystery key(mk) and open key(ok) using key
age calculation. Now the client generates the badge for each one squares that comprises of
mystery tag key(mtk) and the data about data record that contains document personality,

complete number of squares,
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Yuchuan et al. structured an inspecting system of cloud storage-service and suggested an
arithmetical sign confide remote data ownership checking convention, that permits an
outsider to reviewing the honesty of the hosted data for the clients and offers unlimited
checks. Yuchuan et.al suggested here a system, in which the client creates 2 irregular
numbers (ri, rj) and an ace key (mk) for the squares of information. At that point the client
signs the squares using the mystery key (ri). The client produces the arbitrary X in record

squares and figures k utilizing k=f(r+X), and forward k to TPA and/or cloud.

TPA forward a challenge-message utilizing the meta information record towards cloud. The
cloud produces evidence utilizing chosen squares. The TPA checks the information utilizing
the confirmation. The proposed conspire is proficient and the extra overhead the proposed
conspire causes is extremely little yet here the information can't be shielded from the TPA

and it might be uncovered to TPA.

Wang et al. has contemplated intermediary provable information ownership (PPDP). Out in
the open cloud, PPDP is a subject of big significance as the customer can't performing on
the remote data ownership check. This PPDP framework, the security framework, and the
structure technique are moreover considered. In view of the bilinear matching method a
productive PPDP convention was structured. In this plan, the open key what's more, the
private key are distributed to customer, servers and TTPA. The client produces warrant(w)

also the relating certificate(c).

It additionally produces confirmation ‘metadata’ utilizing its private key, cloud's open key,
TTPA's open key and a block of file. The TTPA approves the warrant-testament pair. On the
off chance that the pair is legitimate, it yields achievement and acknowledges the pair, in any

case, it yields disappointment and rejects the pair

Worku et al. suggested a plan that is secret and productive. This is an open reviewing plan
with TTPA, who performs information examining on benefit of clients. The customer
produces the private-key and the open-key (ok,pk) and furthermore a security boundary ‘k’.

Label ‘T’ is additionally created from the customer. For each square, signature ‘S’ is
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generated from the customer, utilizing this mystery key and the document F. At that point
the client forward the inspecting solicitation towards TTPA. Now TTPA builds and forward
challenge-message towards cloud. Finally cloud generates the evidence-message and forward

towards TTPA. Here TTPA confirms this message and reported the outcome to the client.

We have summarizes all the major contribution with respect to public auditing and
safeguarding of outsourced data which is generally hosted in cloud and present it in below
table.
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Mehdi Proof, NO YES
e - High
Sookhaka, [Random oraclePDP Verifica-tion |a1gebraic secure J -
computation
Abdullah  model ,Setup, sign and g
Gani,et.al Challenge efficient [°Verhead
faVYaYall Iﬂl‘\
Checktag, YES NO secure
Boyang Bili
) f, ilinear tati
Wang ,HuiStandard ppDp [2°"PO° . and compLiation
i checkproof [pairing efficient [cost
Liet.al
,Setup, taggen, enough fincreases
Worku \Standard POR Keygen, Blinding |YES YES Secure  |Not fully,
Chunxiang, sigaen, technique and data

Table 8 : Comparison of Public Auditing schemes
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It is important to keep from unauthenticated clients and fair inspecting by
information proprietors of the cloud. Benefit of these 2 classes are open and private
auditing , here open auditing generally picked by greater part of the specialists to
give a made sure about exchange and a made sure about trustworthiness checking.

4.9 Privacy Preserving model based on Encryption Proxy

Grevler et.al[98] suggested a model that is confide on encryption proxy, as a continuing

work we examine the model as under:

It is a distributed collaborative model which utilizes power of User-Engine and a Rule-
Engine which sits between user client and underlying DB. The UE checks signature RE
looks up the access control ,the also used a Trusted Platform Module(TPM) ,which is

used to offer securely storing of data.

Also there could be multiple Encryption proxy and the content of productive database
are generally kept encrypted as the database is hosted into cloud. It also carries meta-
data which encapsulates individual user’s transactions record, here the signing of

operation is obtained by TPM.

This was a linux based encryption proxy which comprises of three parts a user engine,
a rule engine ,and a secure storage. Here TPM is utilizes to offer secure data storage
also the system provides no login shell also they use a bootup decryption of the whole

secure storage ,which takes long time while booting.

They use Access Control Language (XACML),for the rule engine, just to write complex

access rights enriched with xml signature.

Also in the event of first request arrival the decryption signal shoots to TPM,which leads
access to its secure storage.However this will only success if no PCR has changed

since the creation of database.

Also ,in the event of a corrupted or down TPM, the entire model may not work.
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And finally the entire control is always in hand of proxy server,which in turn in to a

“Single point of failure” for the entire system.

Summary

Now a day approximately every company upload their data on cloud because cloud
computing gives many facilities to its user but the main problem is the privacy and security
aspects. Author H- Liu had noticed a new security issue during information transferring in
to cloud computing to accomplish protection saving access authority sharing. Verification

is built up to ensure information privacy and information trustworthiness.

Whereas author J.k.Liu have introduced another 2FA including both client mystery key
and a lightweight security equipment, Which was a trait confide access control instrument,
the suggested 2FA access control framework has been noted to not just empower the cloud
server to limit the entrance to those clients with a similar arrangement of characteristics

yet in addition safeguard client protection.

In public auditing based schemes the open auditing generally picked by greater part
of the specialists to give a made sure about exchange and a made sure about

trustworthiness checking.

Also for the encryption proxy based model the intervention of TPM,which is a
hardware based component has the full control and a faulty TPM may create lot of
trouble to the system and the decryption scheme will only success if no PCR has
changed since the creation of database.The use proxy server in turn in to a “Single point

of failure” for the entire system.

Researchers proposed privacy solutions which appears working well but not found as
optimal privacy solutions so, the cloud needs to give more secure services by using

advance cryptography technique and advance proxy mechanism.
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Chapter : 5

Designing concept for

optimal privacy solution



The name and fame of cloud computing increases exponentially since last decade,
also and the data produced on web is exponentially increasing every day however this
fast development of data may leads serious security and privacy concern ,generally data
which is outsourced(whether on rest or transmit)needs protection , many researchers
proposed various plans and models dependent on Cryptographic system, Proxy based
service models. We have study different privacy schemes and models and lastly reaches

to this resolution that:

Researchers proposed privacy preservation schemes for securing cloud data .For Access
limitation they utilize Fine grained,Course grained, Attribute based access control. The

sole thought of preserving privacy of cloud data includes these two postulates:

1)How to confine unapproved access to data just as how to constrain access of an enrolled
client so as to spare total download of underlying database with the goal that he can't get

to more than his right.

2) How to confine local administrator or cloud administrator or whatever other entertainer
which manages outsourced data ,to find out about data in any event, when they play out

some expected activity .

The first be tended to by the utilization of access control polices like XACML, Group key
Management strategy, Anonymous ID the executives, Two factor verification, Threshold
based plan. What's more, the subsequent one be tended to by the utilization of
Cryptographic procedures like XML Encryption, Two Layer Encryption, Proxy

Encryption, Homomorphic Encryption and so forth.

In this work we center around Privacy Preserving Schemes dependent on encryption

proxy and cloud mask( which were proposed by Ulrich Greveler et. al and Nabeel et. al)

Also outcomes of various proposed solutions are briefly listed below

» Solution dependent on bunch elements may confront inconvenience on the
occasion of gathering dynamic change as re-encryption applied which leads in

computational over head.
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» In the Proxy based arrangement the whole control is on Encryption Proxy and if
whenever it gets bomb the whole framework disappointment may happen.(Single

purpose of Failure)

» Anonymous ID based arrangement has data sharing which isn't adaptable as a
result of greater multifaceted nature and if whenever the intermediary traded off

in the intermediary based access, the whole framework becomes disappointment.

» In the following arrangement the utilization of mystery key alongside the realities
put away in gadget utilized for confirmation isn't the best answer for getting to the
data in such a case that we lost any of them it might lead extraordinary difficulty

for us.(leakage of mystery key)

» Many get to control frameworks proposed offer advantages to the customer for
who can access and which some portion of data to get to. It is in like manner given
dependent on customer employments, quality based, technique based, bundle
based, course grained, and fine grained get the chance to control plans.
Cryptography methodology, for example, encryption are performed to the records.

> Researchers proposed protection arrangements which seems functioning

admirably yet not found as ideal security arrangements.

We further focused our study around optimality of solutions and for experimental analysis
we have chosen health monitoring system whose quality is directly dependent on number
of uploads(i.e, participants who are sharing data without any fear of reidentification)and

for achieving this the system must gain TRUST of the end user(i.e ,citizen).
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In the next para we slightly elaborated the requirement of health monitoring system in a

crowdsourced environment.

Health monitoring of citizens is a prime concern of administration and governmental
agencies, however it could not efficiently achieved as various citizens are not willing to
share their health related data because of privacy reasons. Alternatively the administrative

agencies have only option to collect data from various PHCs and Medical Agencies(third

party) .

The policy makers have to take decision based on the collected data whose accuracy is

always challengeable.

Crowdsourcing encourages researcher to team up for large scale health project, for
example, 'pandemics’. Specialists additionally pulled in towards Crowdsourcing as a
quicker and better option in contrast to customary techniques for foreseeing and observing
irresistible ailments. Anyway the accomplishment of this sort of Crowdsourcing is relying
upon the trust on fundamental framework as the client is continually looking for solid
pledge to protect privacy of the user and assurance for not being distinguished/uncovered

at a later stage.

5.1 Privacy Preserving Health Monitoring System

Health monitoring of citizens is a prime concern of administration and governmental
agencies, however it could not efficiently achieved as various citizens are not willing to
share their health related data because of privacy reasons. Alternatively the administrative
agencies have only option to collect data from various PHCs and Medical Agencies(third
party) .The policy makers have to take decision based on the collected data whose

accuracy is challengeable.

The initiation of crowd sourced techniques make ease for group activity as different
residents are uploading their healthcare data on to cloud based web application or

centralized server in a trustworthy environment , then again Government increases a lot
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of concerned residents information in general that will additionally be used for different

policy decision and research task.

crowd sourcing causes researcher to team up for a big health projects, for example,
‘pandemics'. Specialists likewise pulled in towards crowd sourcing as a quicker and fine
option in contrast to conventional techniques for anticipating and observing irresistible

sicknesses.

Anyway the accomplishment of crowd sourcing is relying upon the trust on underlying
framework. The client is continually looking for strong pledge to protect their privacy
and guaranteed for not being recognized/uncovered at later time.)

crowd sourced healthcare monitoring system uses ubiquitous cell phone users to share
their health related data for examination and experimentation for different sicknesses

and prescriptions.

It realizes conveying new drugs in speedy manner and moreover diminish the disparity

between patient and healthcare services provider .

In this work, we propose a privacy protection upload method that could satisfy the client's
assorted protection necessities while ensuring the quality of data being used for medicinal

services.

The quality of data relies upon the number of uploads by its residents. The more
prominent no of upload by residents prompts extraordinary quality of gathered health-
related data. The choice of upload by user process is created as an optimization problem
for mutual objectives (user anonymity and health data quality) in light of an incomplete

98



information game model in which player can autonomously choose to upload or not to

upload health care data to adjust healthcare data quality and individual privacy necessity.

5.2. Preliminaries

In crowd sourced health monitoring frameworks, cell phone user may transfer GPS tests
in a mysterious manner to ensure their Medical privacy. Nonetheless, anonymization
procedures are not adequate for such a reason [118-120]. Montjoye et al. [117]
contemplated a fifteen-month versatility follow information of one and half million
people and found that four spatiotemporal focuses are sufficient to extraordinarily
distinguish 95% of them.

In spite of the fact that anonymization can conceal clear identifiers, segment requirements
and spatio-fleeting qualities of the examples from an unknown portable permit itself to
be followed. Different strategies to diminish the spatio-transient relationship against the
following assault were proposed [119]. These strategies can be named either brought
together or appropriated. In the concentrated methodologies [121-123]. An undeniable
disadvantage of concentrated methodologies are theirs reliance on the trusted server
(privacy server). In the event of compromising a server, the privacy revealed for all
related clients [123]. Dispersed methodologies [116, 125, 126] don't rely upon any
brought together worker, however permit cell phone clients to decide time and place to
refresh uploads as per their choice. As a disseminated method, the blend zone anonymizes
client character by implementing a lot of clients enter, changing pseudonyms, and leave
a blend zone in a manner with the end goal, so that the mappings among their old and
new pseudonyms will not be uncovered. Palanisamy et al. [124] suggested a blend zone
structure to ensure area security of versatile clients going on street systems. Liu et al.
[125] meant to tackle the issue of ideal different blend zone position. We guarantee that
blend zones can scarcely bolster traffic observing in light of the fact that clients cannot
transfer their areas before leaving a blend zone. In [116], Hoh et al. proposed a framework
to determine geographic markers that demonstrate where vehicles ought to give area
refreshes. These markers can be set to ensure the greatest following vulnerability and to
stay away from specific security touchy areas. In any case, the markers can scarcely meet
the different
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The privacy necessities of all participants are considered. Our methodology not just
permits clients to control their own privacy, yet in addition accomplishes a double

objective of health monitoring quality and particular user privacy.

The game hypothesis is appropriate for exploring key dynamic of numerous participants
with various objectives, here is a developing enthusiasm for the application of game-
hypothetical ways to deal with study the issues of portable system security and protection
[1127-130]. Freudiger et al. [127] dissected the noncooperative practices of portable hubs
in a well-known area security insurance component (blend zone) with a game theoretic
model. Yang et al. [128] gave an honest auction based motivating force system for
portable clients to join an unknown set with the goal that k-obscurity can be
accomplished. Shokri et al.[129] contemplated the area protection of portable clients in
location based administrations (LBSs) by utilizing the structure of StackelbergBayesian
games. In our methodology, we receive a fragmented data game to break down the
practices of cell phone clients with common goals (Medical security versus Wellbeing
Monitoring administration quality) in a publicly supported rush hour gridlock observing

system,and propose a privacy protecting upload method.

5.2.1 Game Theory

The subject of game -theory is actually set of communications inside a gathering of people
(or governments, firms, and so on.) where the activities of every individual affect the

result that is important to all.

Game theory investigate strategy of individuals for interaction in a group of people where
individual knows that their action may have an effect on the final outcome and they may

act accordingly.

Game theory normally postulate some rules based on which individual act. The basic idea
of game theory is to organize our knowledge and make us better understanding to outside

world. A logical hypothesis attempts to conceptual the most fundamental parts of a given
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circumstance, break down them utilizing certain suspicions and methods, and toward the
end infer some broad standards and expectations that can be applied to singular

occurrences.

Individual participating in game theory are taken as rational if they have well defined
preferences over a set of possible outcomes and implement best possible strategy,

therefore we can say that :

“The game hypothesis is a precise investigation of strategic interaction among rational

people.”

Example: ( Prisoners’ Dilemma)

two suspects are captured and placed into various cells before the preliminary. The head
prosecutor, who is almost certain that both of the suspects are liable yet needs enough
proof, offers them the accompanying bargain: on the off chance that them two admit and
involve the other (named C), at that point each will be condemned to, state, 5 years of jail
time. In the event that one admits and different doesn't (marked N), at that point the
"rodent” goes free for his collaboration with the specialists and the non-inquisitor is
condemned to 6 years of jail time. At long last, on the off chance that neither of them

admits, at that point the two suspects get the chance to serve one year.

We can minimally speak to this story as in Figure 1.2 where we accept that the utility of

a year in jail is —1 for each suspect.

Player 2

C N
-5 |0, -6 Player1 C
5
6 , 0|-1 , 1 N
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Fig 7 : Prisoners’ Dilemma

For example, the best outcome for player 1 is when he admits and the other player does
not. Player 1's best score is (N,N), followed by (C,C) and finally (N,N) (N,C). Player 2

receives a comparative translation.

How would you play this game if you were player 1? The following is a useful perception:
regardless of what player 2 intends to do, playing C results in a better outcome for player
1. This is because (C,C) is a better result for him than (N,C), and (C,N) is a better result
for him than (N,N) (N,N). In this vein, it appears to be perfectly "fair" for player 1 to play
C by a factor of two. A similar thinking for player 2 involves that this player also is
probably going to play C. A truly sensible expectation here is, in this manner, that the

game will end in the result (C,C) in which the two players admit to their wrongdoings.

Also, this is the quandary: wouldn't every one of the players be carefully happier by
playing N? All things considered, (N,N) is favoured by the two players to (C,C). It is
actually a pity that the reasonable individualistic play prompts a mediocre result from the
point of view of the two players You may think that this situation arises simply because
the prisoners are separated into different cells and therefore are not allowed to
communicate prior to the game. Without a doubt, you might say that if the players thought
about how to play the game, they would know that (N,N) is a typical family member of
(C,C) for them two, and therefore they would understand how to play the game. consent
to play N rather of. Be that as it may, regardless of whether such a verbal understanding
is reached preceding the real play of the game, what makes player 1 so sure that player 2
won't double-cross him in the last moment by playing C; all things considered, if player
2 is persuaded that player 1 will keep his finish of the deal by playing N, it is better for
her to play C. Along these lines, regardless of whether such an understanding is reached,
the two players may sensibly fear treachery, and may along these lines decide to double-

cross before being sold out by playing C; we are back to the dilemma.
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5.2.2 Incomplete Information Game Model

A game of incomplete information is where the players don't have basic information on
the game being played. This thought is massively significant in catching numerous
monetary circumstances, where an assortment of highlights of nature may not be regularly
known. Among the parts of the game that the players probably won't have basic

information on are:

* Payoffs

* Who different players are

» What moves are conceivable

* How result relies upon the activity.

* What adversary knows, and what he knows | know....

To take a few straightforward models:

(1) in cost or amount rivalry, firms may know their own expenses, however not the

expenses of their adversaries;
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(2) firms putting resources into R&D may know how their venture is tagging along, yet

have no clue about who else is chipping away at a similar issue;

(3) the legislature may plan the expense code not imagining what ploys individuals will

come up with to dodge taxes;

(4) nations may arrange environmental change understandings having various

convictions about the expenses and advantages of worldwide environmental change;

(5) offended parties may offer settlements to respondents not realizing what kind of case
the respondent will have the option to bring to court, or what kind of case the litigant
figures the offended party will have the option to bring

5.3 System model

In the healthcare monitoring framework, every resident is required to occasionally upload
his/her wellbeing information samples which can be utilized to assess the constant
wellbeing observing of the residents by a server. then again the resident can get new
treatments to advertise quicker additionally anticipating and observing of irresistible

infection become simpler utilizing the power of crowdsourcing.

Actually the precision a wellbeing observing of resident, for example , QoS of Q of the
healthcare monitoring system over some stretch of time, relies upon the quantity of 'k’ of
the included cell phones clients who transferred their wellbeing information intermittently

Let us assume a group of mobile phone client P = {1, 2,34 ...... m } in a gathering of
residents agree to give the wellbeing tests since they expect for a better (Quality of the

system) Q , also the residents have diverse levels of privacy
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The loss of privacy brought here because of sharing a sample is signified as 'C'

The precision of healthcare monitoring system Q relies upon the number 'k ‘of included
cell phone clients in a gathering of residents enormous k prompts a bigger estimation of

Q For the examination reason we classes residents as following

a) adolescent

b) youngster

c) gaffer

the uploads by adolescent are generally managed and sometimes it is not a genuine data

as a result of childhood.

Likewise the youngster of age 18 to 30 are probably going to take part with full energy
however adults age 31 to 49 are more worried about their privacy then again gaffer(old

age) individuals are either hesitant or frightened towards protection and security concern.

5.4. Problem description

5.4.1 QoS for health monitoring

The precision of healthcare monitoring relies upon the number of transfer by users . Let
us suppose Snis the upload methodology of user 'N' bearing two possible outcomes (‘Y’)

or not (‘N”)
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Let Qn signify the precision of healthcare monitoring in a gathering of resident 'N' and

this could be written in logarithmic function as:

Qw=loga(l +KaB) ........... (1)

Here A and B are system level parameters and logo. (1 + K, B) component mirrors the Qn
's decreasing profit for K,, the number of upload users.We can acquire an estimation of
A and B from an experimental examination on Q while examining unrestrained nonlinear

minimization over genuine information.

The (1) can likewise be composed as :

Q=1+B X™, 1(Sn.Y) crrrrrrrennnn. Q).

Here value of function I (x,y) tends to 1 , when x is equal to ‘y’ and O for others.

primary aim is a promise for the upload methodology of user profile (S1,S2 ----- Sn) of

the user so as : Q > Qm

Here Qm is the required minimum service quality.

5.4.2 Significance of Medical Privacy

Various person generally exhibit a firm feeling towards protection of their privacy,also
the subject of privacy is in reference to reveal their body information to others then it is
ataken as individual unobtrusiveness. Medical privacy ease in the act of keeping up the

privacy and security of patient records..
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The electronic medical records (EMR)and patient management system (PCMS) become
popular and facilitate better however they raised new worried about protection, offset
with exertion to diminish duplication of administration and clinical records. USA have
medical coverage versatility and responsibility act (HIPSA) is exposure guideline (not a

security law)

What data is in clinical records:-

it might incorporate following

e Basic segment information, for example, address, age, sexual orientation, race

e Full name , record number and now and then Aadhaar card No./understanding 1D

e Medical history, analysis, medicines, indicative test outcome, and solutions, alongside

non -ailments hypersensitivities and medication/liquor/smoking propensities

e Billing and instalment data

There is likewise drug store advantage director (PBMs) which oversees medicate
advantage programs for wellbeing plans. PBMs have your whole remedies history
tranquilize date dose and who endorsed them since some portion of their job is to check
your qualification and get endorsement for your prescription. They likewise sell
DEIDENTIFIED INFORMATION (not secured by HIPPA in light of the fact that
individual distinguish charge data has been evacuated ) to information excavators.
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The character of client is controlled by following mistake and personality vulnerability
of the client. These enemy will probably remove a subset of tests produced by a similar

individual/gadget ,given a progression of test blended from different clients.

The foe will be inclined to use 'Qasi-ldentifiers' accessible with the sample(s) to perform

re-distinguishing proof of the client.

The foe describe an earlier upload sample and may relate it with the following one nearest
to its forecast, or with the most probable example. The plan is portrayed beneath.

arg maxp(x | X0 ) ceennnnns (3).

here the conditional- probability p(x | xn-1) IS considered as the probability for upcoming
upload sample for location x ,and the last sample was given at Xn-1.

Also the inaccuracy of the tracking assault is taken as the assumed distance between the

true location x,and its calculation based on “p(x | xn..) which can be obtained
by the following summation :
Ta p(x | x0) Ne(X, X0)eeeeaeeeeee (4)

Here Nz(x, Xn) = 0 if and only if Ix — xnll < & ,with ¢ is a small positive real number, and 1

otherwise.

We have quantified the uncertainty of the identity inference by utilizing the entropy of
the distribution "p(P = IDn|x):

H=Fn"p(P =IDu| )log2 ¥ /("p(P =IDa| X))eeeeeeeeaarnnnn (5)
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Here entropy H represent how difficult to get a single outcome 1Dy, out of P at location Xx.
The big value of entropy leads in the higher uncertainty about re-identification by the

adversary’s.

Now by joining (4) and (5), we get the normalized medical privacy of user ‘n‘

instantaneously just prior to user makes a decision to upload or not to upload:

MP-n =%(H/log:n + ZxRp(x | Xn ) Na(X, Xn)eeeeinmrinanannnns (6)

Here uploading samples undergo from some loss of privacy as the attacker can obtain
ample information related to user’s and obtain more appropriate inference results .
Suppose that ci is the cost of upload for user n, 0 < ¢y < 1, then the

Medical privacy level according to user n’s strategy can be given as :

MPn(sn) ={ MP—N—Cnsn=“Yes’; .cccvureerrrreeerevneenns (7

{ MP-n, sn=‘No’;

Obviously, the higher value of the privacy level MP—n results in the lower probability of

being re-identified ,also it lower the cost of upload i.e, cn.

5.4.3 Optimization problem

Qmin is the value for required minimum service quality and the security level MP;, of every
client in a group or population.The optimization issue is to discover the upload strategy
profile S=(S1,S2 ...... Sn) That augment the complete privacy level Xn MP, with the end
goal that Q > Qmin.

The methodology must comprises of following points.
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1) A user may not have the foggiest idea pertaining to other's privacy and its level and

thus ponder to share samples just because of high danger of privacy loos on sharing.

2) How to evaluate the minimum service quality prerequisite Qmin.

For the first one, we present an incomplete information game model [131] in which each
user is allotted a kind 6, whose probability density function is f(8), which indicates the
dissemination of the client's security level. At the end of the day, every client knows about
just the distribution of privacy level and not the definite privacy level. For the second
issue, we utilize the server's global view (i.e., historical data related to health of citizens)

to assess the required value for minimum service quality .

5.5 The Game Model

To depict the upload choice strategy of the cell phone users we exploit the incomplete

information game.

In this game every player (resident) balance their healthcare data privacy (Medical

Privacy) and precision of ‘health monitoring' to decide if to transfer.

Set of player p={1,2,3 ...... m },

Relates to the set(group) of cell phone user in a particular gathering of

individuals(population).

Every player has only two potential moves: upload ( yes) or not (no).
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Bayesian Nash equilibrium (BNE) of ‘user upload game’ can be gotten by looking at the
normal utility of 'yes' with that of 'no’.

The optimal answer for the strategy of user | depends on health monitoring service quality
and the medical privacy level of the user, additionally the utility of user N is characterized

as:

Un(Sa(0r), S-n(0-,) =W Qn(Sn (6n), S-n(0-n)) + MPnSn(0n) «eevvenrnnnnnnns 8)

here Qn(Sn,S-n) is the the health care monitoring service quality controlled by the moves

of client N and also for its rival — N

,MPn(Sy) is actually medical privacy of user N.

Here w could be define as expectation level of user to Q.

0. is the privacy level just before the game starts.

5.5.1 Nash Equilibrium

The Bayesian Nash Equilibrium [127] for incomplete information game model can

be given as follows.
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. A strategy profile s¥= {S*n (0n); S*-n(0-n)}

It is a sole strategy Bayesian Nash equilibrium (BNE) if, for every player n:

s+*n (Bn) € arg maxsne{Y ;N} Zf(8-n)un(sn, s#-n(6-n)), ¥0-n................ (9)

The BNE in our ‘user upload game model’ can be achieved by evaluating the

average utility of Y as compare to that of N, as follows:

E[ux(Y, s-0)] = WE[Q(Y , s-n(@-n))] + MP—— cu

E[ux(N, s-0)] = WE[QN , s-0(@-0))] + MP—n -oeeeeeeeoeeeeeeeennnnnnn(10)

here Y is the NE strategy of user n for cn < w(E[Q(Y , s n(6-1))] — E[Q(N . s-n(6 -n))]).
and N 1s the NE strategy of

user 0 foren=w(E[Q(Y . 5-n(6-1))] - E[Q(N, 5-n(6-1))]).

We depict the upload probability of user n by:

Pn = Ao f(8 n)d 6 n,

here 6 nis the minimum privacy level at which user ‘n” is agreed for uploading.

Let Py be a subset of k upload users in the given set P; thus the probability that the
number of upload users is equal to k is Pr(K = k) = ITiepy pi [Tjer-py (1 — pj ).

Thus, the average quality of Health information estimation is given as follows:

E(Q) =Zuk=1 Pr(K = K)10GA(L + BK),-.eee e 11)

also there exists "k such that loga (1 + "kf) = E(Q). Hence we have

E[Q(Y, s-0(68-0))] —E[Q(N, s-u(8-n))] = log.1+ B (1 + "K)/(1 + BK) .....(12)
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From this we can iterate the upload threshold as :

w loga ( 1+B(1+7K)) / (1+B"K).

5.6. The Upload Mechanism

Our main objectives is to furnish user with a suitable degree of privacy preservation and
to accomplish an overall optimality of the "Health care monitoring system” quality and

“Medical Privacy” of the person.
5.6.1 The Upload Algorithm

The proposed privacy-preserving upload algorithm for healthcare monitoring is
represented here , which utilizes a game of incomplete information and guarantee k-
anonymity of the uploaded data, It includes three stages.

5.6.1.1 The ° Kk’ estimation-phase :

Initially server calculates necessary number of upload users as per the historical data

pertaining to health of residents.

Next we represent the useful connection amid the solicited quality of health monitoring
in a group of people and a historical value for the average number of patients ‘m’ in that

populace.

Qm)=(P/(cV2m)) e —(mp)2/ 262 .eeeoeeeaaeeeerannnns (13)

Here P>0, is a system parameter , p and ¢ are mean and standard deviation and ‘m’ is the

historical estimate of the average patients.

Further,

E=AQm)-1) /B (14)
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Here 'k’ is the necessary number of upload users we required and A , B are system

parameters.
5.6.1.2 Upload user Selection Phase : (optimization)

Every user calculate w for which Nash Equilibrium can be gotten and afterward choose

to upload or not based on estimation of ‘w'.

In the event that the players(user) knows the upload cost of opponents

i.e,cl <c2<c3.....cn. Now itis obvious to get an estimation of w as follows :

W= Cu/ (log a(1+ B(k+1) )/(1+ BK).

The user doesn't realize privacy level and privacy cost of others because of incomplete
information model, we have to shape the estimation of Ck .

We expect that MPi = A/Cy, , additionally the privacy level have distribution f(0n),we get

KIX =] F(00)d0n 10 cuueeereeeeeeeennnnnne. (15)

here x is the number of smart phone users in given population. Then w could be computed

as.

W =4/ ( F-1(1- Kx) log A (1+ B (k+1) )/(1+ BK))evveeeeeeeen... (16)

5.6.1.3 The GenReq algorithm :
Input : assume a set of all request r = { a1,a,......... ai}

Output : a set of the k-minimal generalized request r’ = { a1’,a2’,......... ai’}
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Step1)r’'? o
Step 2) for each aiin r do:
a)temp ? Max(ai)
b) while(true)
1. K7 Query(temp)

1. if (k+1 <k) then

break:

1. ai’ ?  temp

iv. temp ? PrevGen(temp)

v. if (temp= ai) then

break:

¢) if (ai’= @) then

L7 O

11. break:

Step 3) retwrn 1

END
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5.7 Analysis of upload strategy

To discover a Nash Equilibrium for upload strategy of residents it is appropriate to said
that if no player has a superior technique to play than his present procedure (When others
methodology are kept fixed),then it is a Nash Equilibrium. We will rehash a similar
method for every one of the players.

Then again in the event that any player has a superior procedure to play, at that point we

have demonstrated that it's anything but a NE.

But one player(say player n),keep the systems of the various player fixed and afterward
check for a superior methodology of player N which return a superior result than his
present procedure. Let us assume there exist such a methodology 'B' ,at that point player
N has motivator to change from his present procedure to 'B' then again in the event that
there exist no such system 'B' at that point player N will be best off playing his present

technique.

Assume that the upload cost of client N be cn, while client N

picks cn'. Think about the accompanying two cases.

Case 1: cn <w loga (1+B(k+1))/1+ B k..

IF cn' <cCnoOrcn<cn <wloga (1+B(k+1))/1+ B k , it doesn't influence the upload results
of the users and their utilities don't change.
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In the event that c,'=w loga (1+B(k+1))/1+ B k . client I doesn't upload its sample. and its

utility becomes :

Un(N; s*- 1) = w loga(1+Bk)+MPi = w loga (1+B(k+1)) + MPy- cn=uHY; s*- 1). Client

N can expand its utility

by taking uneven choice of changing his system from N to Y . so client I's utility is

decreased by cheating with ca' .

Case 2: cn =W loga(1+B(k+1))/1+BK .

On the off chance that ca' > Cn OF ¢n = ¢a' =W loga (1+B(k+1))/1+BK .

user N doesn't upload and its utility doesn't change. also if ¢’ < wloga (1+B(k+1))/1+BK
. user N decides toupload and its utility becomes un(Y, s*- 1) =w loga (1+B(k+1))+MP_,
- Cn < W loga (14Bk)+ MP_,=ug4N. s*- 1).

Cheating would diminish client N utility.

Along these lines, user upload strategy is incentively good.
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5.8 Summary

In this work, we suggest an upload technique in a crowdsourced health tracking system
to protect users' medical privacy. This approach is client-driven and ensures that the

client's medical privacy and the healthcare management system are compatible.

The consistency of the health-care monitoring system is determined by various upload
tests performed by various inhabitants/users in a given population, regardless of whether
the occupant considers uploading , because of the high probability of safety failure or re-
identification evidence We solve this problem by estimating the appropriate number of

uploads, which is based on the number of patients in a population.

Furthermore, the customer is assured the appropriate degree of privacy by using a client
upload system based on a game model that uses nash equilibrium points of interest.
Furthermore, the healthcare records are linked and at times theoretical, and it has been
discovered that the client could be re-identified at a later time by surveying a mixture of

values.

We solved this problem by implementing k-anonymity for uploaded samples and
incorporating the PrevGen Algorithm into our model, which results in a generalised value

stored in the cloud, ensuring k-anonymity and the accuracy of healthcare records.
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Chapter : 6

A Model For Optimal
Privacy Solution In

Cloud Environment.



In recent days governments become more worried about human services observing which can't
be cultivated without upgrading trust on fundamental framework as different residents falter to
transfer their example on account of protection reasons and clearly the legislative choices depend
on the information gathered by different PHCs and outsider clinical organizations. The exactness

and validness of this outsider possessed information is consistently far fetched.

group sourcing(a collective structure) make its sound nearness being developed of enormous
scope wellbeing ventures Scientist likewise dazzled from publicly supporting which is a quicker
and better option in contrast to conventional techniques for foreseeing and checking irresistible
illnesses. Anyway the accomplishment of this sort of publicly supporting relies upon the belief
on fundamental framework as the client is continually looking strong responsibility to protect
their security and secure a guarantee of not being re-recognized afterwards.

now in this work we propose a security ensuring system for transfer method that might satisfy
client's differing protection necessities while ensuring the nature of medicinal services

information.

6.1 INTRODUCTION

Not long ago governments become too worry on human services checking that can't be
practiced without upgrading confidence on basic framework as different residents waver
to transfer their example due to security reasons and clearly the administrative choices
depend on the information gathered by different PHCs and outsider clinical organizations.

The precision and validity of this outsider claimed information is consistently dicey

The origin of publicly supported advancements help a great deal in such manner as
different residents may transfer their wellbeing data on to cloud based web application or
a brought together worker in an issue free way, then again Government increases a lot of
concerned residents information all in all which will additionally be abused for different

approach matters and exploration works.
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Publicly supporting causes researcher to team up for huge scope wellbeing task, for
example, 'pandemics'’. Specialists additionally pulled in towards publicly supporting as a

quicker and better option to

customary techniques for anticipating and checking irresistible ailments.

Anyway the accomplishment of this kind of publicly supporting is relying upon the trust
on fundamental framework. The client is continually looking for solid pledge to protect

their security.

what's more, win a guarantee of not being recognized/uncovered at later stage.

Publicly supported social insurance observing framework uses ubiquitous cell phone
clients to transfer their wellbeing information for examination and experimentation of

different ailments and medications.

It brings about carrying new medicines to quicker and furthermore connects hole among

patient and social insurance supplier.

Here we recommend a security ensuring structure for transfer process that could satisfy
client's various protection prerequisites while ensuring the nature of human services
information. The nature of human services information relies upon the quantity of
transfers by its residents. The more prominent number of transfers by residents prompts
extraordinary nature of gathered human services information. The choice of transferring
by client process is planned in a respective objective acceleration task (resident secrecy
and wellbeing record quality) which is structured as a game model of deficient data ,
player can autonomously take choice for transferring tests or not to adjust social insurance

information quality and individual security prerequisite.
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6.2 RELATED WORK

In crowd sourced health monitoring frameworks, cell phone user may transfer GPS tests
in a mysterious manner to ensure their Medical privacy. Nonetheless, anonymization
procedures are not adequate for such a reason [118-120]. Montjoye et al. [117]
contemplated a fifteen-month versatility follow information of one and half million
people and found that four spatiotemporal focuses are sufficient to extraordinarily
distinguish 95% of them.

In spite of the fact that anonymization can conceal clear identifiers, segment requirements
and spatio-fleeting qualities of the examples from an unknown portable permit itself to
be followed. Different strategies to diminish the spatio-transient relationship against the
following assault were proposed [119]. These strategies can be named either brought
together or appropriated. In the concentrated methodologies [121-123]. An undeniable
disadvantage of concentrated methodologies are theirs reliance on the trusted server
(privacy server). In the event of compromising a server, the privacy revealed for all
related clients [123]. Dispersed methodologies [116, 125, 126] don't rely upon any
brought together worker, however permit cell phone clients to decide time and place to
refresh uploads as per their choice. As a disseminated method, the blend zone anonymizes
client character by implementing a lot of clients enter, changing pseudonyms, and leave
a blend zone in a manner with the end goal,so that the mappings among their old and new
pseudonyms will not be uncovered. Palanisamy et al. [124] suggested a blend zone
structure to ensure area security of versatile clients going on street systems. Liu et al.
[125] meant to tackle the issue of ideal different blend zone position. We guarantee that
blend zones can scarcely bolster traffic observing in light of the fact that clients can not
transfer their areas before leaving a blend zone. In [116], Hoh et al. proposed a framework
to determine geographic markers that demonstrate where vehicles ought to give area
refreshes. These markers can be set to ensure the greatest following vulnerability and to
stay away from specific security touchy areas. In any case, the markers can scarcely meet
the different
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The privacy necessities of all participants are considered. Our methodology not just
permits clients to control their own privacy, yet in addition accomplishes a double

objective of health monitoring quality and particular user privacy.

The game hypothesis is appropriate for exploring key dynamic of numerous participants
with various objectives, here is a developing enthusiasm for the application of game-
hypothetical ways to deal with study the issues of portable system security and protection
[1127-130]. Freudiger et al. [127] dissected the noncooperative practices of portable hubs
in a well-known area security insurance component (blend zone) with a game theoretic
model. Yang et al. [128] gave an honest auction based motivating force system for
portable clients to join an unknown set with the goal that k-obscurity can be
accomplished. Shokri et al.[129] contemplated the area protection of portable clients in
location based administrations (LBSs) by utilizing the structure of StackelbergBayesian
games. In our methodology, we receive a fragmented data game to break down the
practices of cell phone clients with common goals (Medical security versus Wellbeing
Monitoring administration quality) in a publicly supported rush hour gridlock observing

system, and propose a privacy protecting upload method.

6.3. SYSTEM DESIGN

In the healthcare monitoring framework, every resident is required to occasionally upload
his/her wellbeing information samples which can be utilized to assess the constant
wellbeing observing of the residents by a server. then again the resident can get new
treatments to advertise quicker additionally anticipating and observing of irresistible

infection become simpler utilizing the power of crowdsourcing.
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Actually the precision a wellbeing observing of resident, for example , QoS of Q of the
healthcare monitoring system over some stretch of time, relies upon the quantity of 'k’ of

the included cell phones clients who transferred their wellbeing information intermittently

Let us assume a group of mobile phone client P = {1,234 ...... m } in a gathering of
residents agree to give the wellbeing tests since they expect for a better (Quality of the

system) Q , also the residents have diverse levels of privacy

The loss of privacy brought here because of sharing a sample is signified as 'C'

The precision of healthcare monitoring system Q relies upon the number 'k 'of included
cell phone clients in a gathering of residents enormous k prompts a bigger estimation of

Q For the examination reason we classes residents as following

a) adolescent

b) youngster

c) gaffer

the uploads by adolescent are generally managed and sometimes it is not a genuine data
as a result of childhood.
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Likewise the youngster between 18 to 30 are probably going to take part with full energy
where as adults between 31 to 49 are more worried about their privacy then again
gaffer(old age) individuals are either hesitant or frightened towards protection and

security concern.

6.4. PROBLEM DESCRIPTION
6.4.1 QoS for health monitoring

The precision of healthcare monitoring relies upon the number of transfers by users . Let

us suppose Snis the upload methodology of user 'N' bearing two possible outcomes (‘Y’)
or not (‘N”)

Let Qn signify the precision of healthcare monitoring in a gathering of resident ‘N' and

this could be written in logarithmic function as:

Qr=loga(1+KxB)........... (1)

Here A and B are system level parameters and loga (1 + Kn B) component mirrors the Qn
's decreasing profit for Ky, the number of upload users. We can acquire an estimation of
A and B from an experimental examination on Q while examining unrestrained nonlinear

minimization over genuine information.

The (1) can likewise be composed as

Q=1+B X™, 1(Sn.Y) errrrrrrennnn. Q).

Here value of function I (x,y) tends to 1 , when x is equal to ‘y’ and O for others.

primary aim is a promise for the upload methodology of user profile (S1,S2 ----- Sn) of

the user so as : Q > Qm

Here Qmis the required minimum service quality.
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6.4.2 Medical Privacy

Various person generally exhibit a firm feeling towards protection of their privacy, also
the subject of privacy is in reference to reveal their body information to others then it is
a taken as individual unobtrusiveness. Medical privacy ease in the act of keeping up the

privacy and security of patient records..

The electronic medical records (EMR)and patient management system (PCMS) become
popular and facilitate better however they raised new worried about protection, offset
with exertion to diminish duplication of administration and clinical records. USA have
medical coverage versatility and responsibility act (HIPSA) is exposure guideline (not a

security law)

What data is in clinical records:-

it might incorporate following

e Basic segment information, for example, address, age, sexual orientation, race

e Full name , record number and now and then Aadhaar card No./understanding ID

e Medical history, analysis, medicines, indicative test outcome, and solutions, alongside

non-ailments hypersensitivities and medication/liquor/smoking propensities

e Billing and instalment data
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There is likewise drug store advantage director (PBMs) which oversees medicate
advantage programs for wellbeing plans. PBMs have your whole remedies history
tranquilize date dose and who endorsed them since some portion of their job is to check
your qualification and get endorsement for your prescription. They likewise sell
DEIDENTIFIED INFORMATION (not secured by HIPPA in light of the fact that
individual distinguish charge data has been evacuated ) to information excavators.

The character of client is controlled by following mistake and personality vulnerability
of the client. These enemy will probably remove a subset of tests produced by a similar

individual/gadget ,given a progression of test blended from different clients.

The foe will be inclined to use 'Qasi-ldentifiers' accessible with the sample(s) to perform
re-distinguishing proof of the client.

The foe describe prior upload sample and may relate it with the following one nearest

to its forecast, or with the most probable example. The plan is portrayed beneath.
arg max p(x | b () I 3),

here the conditional- probability p(x | xn-1) IS considered as the probability for upcoming

upload sample for location x ,and the last sample was given at Xn-1.

Also the inaccuracy of the tracking assault is taken as the assumed distance between the

true location x»and its calculation based on “p(x | xn..) which can be obtained

by the following summation :

T p(x | xn) Nefx, Xa)uvnnnnnnnrnnnn. (4)
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Here Nz(X, Xn) = 0 if and only if Ix — xnl < & ,with ¢ is a small positive real number, and 1

otherwise.

We have quantified the uncertainty of the identity inference by utilizing the entropy of
the distribution “p(P = IDn|X):

H =%n "p(P = IDun| x)log2 5 /('pP =TDu| X))-eeeeemeeennen.n. (5)

Here entropy H represent how tough it to get a single outcome 1Dn out of P at location Xx.
The big value of entropy leads in the higher uncertainty about re-identification by the

adversary’s.

Now by joining (4) and (5), we get the normalized medical privacy of user

‘n‘instantaneously just prior to user makes a decision to upload or not to upload:

MP-—n =% (H/log2n + ExcRp(x | Xn ) NaX, Xn).oeoeeveinannnn. . (6)

Here uploading samples undergo from some loss of privacy as the attacker can obtain
ample information related to user’s and obtain more appropriate inference results .
Suppose that ci is the cost of upload for user n, 0 < ¢ < 1, then the

Medical privacy level according to user n’s strategy can be given as :

MPn(sn) ={ MP—N—Cnsn=“Yes’; .cccvurerrrvreerecnnnennn (7

{ MP-n, sn=‘No’;

Obviously, the higher value of the privacy level MP—nresults in the lower probability of

being re-identified ,also it lower the cost of upload i.e, cn.

6.4.3 Process Optimization Phase

Qmin is the value for required minimum service quality and the security level MP, of every

client in a group or population. The optimization issue is to discover the upload strategy
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profile S=(S¢,S> ...... Sn) That augment the complete privacy level n MP, with the end
goal that Q > Qmin.

The methodology must comprises of following points.

1) A user may not have the foggiest idea pertaining to other's privacy and its level and
thus ponder to share samples just because of high danger of privacy loos on sharing.

2) How to evaluate the minimum service quality prerequisite Qmin.

For the first one, we present an incomplete information game model [131] in which each
user is allotted a kind 6, whose probability density function is f(8), which indicates the
dissemination of the client's security level. At the end of the day, every client knows about
just the distribution of privacy level and not the definite privacy level. For the second
issue, we utilize the server's global view (i.e., historical data related to health of citizens)

to assess the required value for minimum service quality .

6.5. UPLOAD GAME PHASE

To depict the upload choice strategy of the cell phone users we exploit the incomplete

information game.

In this game every player (resident) balance their healthcare data privacy (Medical

Privacy) and precision of ‘health monitoring' to decide if to transfer.

Set of player p={ 1,23 ...... m },
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Relates to the set(group) of cell phone user in a particular gathering of

individuals(population).

Every player has only two potential moves: upload ( yes) or not (no).

Bayesian Nash equilibrium (BNE) of ‘user upload game’ can be gotten by looking at the
normal utility of 'yes' with that of 'no’.

The optimal answer for the strategy of user | depends on health monitoring service quality
and the medical privacy level of the user, additionally the utility of user N is characterized

as:

Un(Sa(0r), S-n(0-,) =W Qn(Sn (6n), S-n(0-n)) + MPnSn(0n) «eevvenrnnennnns 8)

here Qn(Sh,S-n) is the the health care monitoring service quality controlled by the moves

of client N and also for its rival — N

,MPn(Sn) is actually medical privacy of user N.

Here w could be define as expectation level of user to Q.

0. is the privacy level just before the game starts.
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6.6 THE UPLOAD METHODOLOGY

Our main objectives are to propose an upload model which provides an appropriate
level of privacy preservation of person who contributed in the upload game, the model

obtain a total performance optimization for the “Health care Monitoring System”.
6.6.1 Proposed Algorithm for upload Phase

The presented privacy-preserving upload algorithm for healthcare monitoring is
represented here , which utilizes a game of incomplete information and guarantee k-

anonymity of the uploaded data, It includes three stages.
6.6.1.1 Phase for ‘k’ estimation :

Initially server calculates necessary number of upload users as per the historical data
pertaining to health of residents.

Next, we represent the useful connection amid the solicited quality of health monitoring
in a group of people and a historical value for the average number of patient’s ‘m’ in that

populace.

Qm) =(P /(6 V2m)) e—(m-p)2/ 262 coeeeeeeereaaeaann, (13)

Here P>0, is a system parameter , pu and ¢ are mean and standard deviation and ‘m’ is the

historical estimate of the average patients.

Further. k=(a Q(M) —1) /B «eevvrvirnnnnnsns (14

Here 'k’ is the necessary number of upload users we required and A , B are system

parameters.
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Upload user Selection Phase : (optimization)

Every user calculate w for which Nash Equilibrium can be gotten and afterward choose
to upload or not based on estimation of ‘w'.

In the event that the players(user) knows the upload cost of opponents i.e.

cl=c2=c3 .....cn.Now itis obvious to get an estimation of w as follows :

W= Ck/ (log A(1+ B(k+1) )/(1+ BK).

The user doesn't realize privacy level and privacy cost of others because of incomplete

information model, we have to shape the estimation of Ck .

We expect that MPi = A/Cy , additionally the privacy level have distribution f(6n),we get

KIX =] F(0n)dBn10.eueeeeeenreeeeennnnne. (15)

here x denotes the total number of smart phone users in the given population.
Then w could be computed as:

W=/ (F1(1-kx)log a (1+ B (K+1) )/(1+ BK))..uvvvrereeereennd (16)

6.6.2 Privacy-preserving Upload Method

The suggested privacy protecting upload model actually create a balance between
individual privacy requirement and total quality of the underlying system(see Fig: 8).The
model first estimate necessary sum of upload samples which is generally done at server
end and afterward the client is enable to settle on choice to transfer or not share based on
the calculated value of 'w' . and w is again relying upon the transfer cost and expressed
that the client is absolutely uninformed about security level and protection cost of others
,in this way we utilize a deficient data game model ,and dependent on NE last calculated
value of w is gotten. Also the value to be transferred are commonly clinical

records/wellbeing data of residents and the client never need to be re-recognized from the
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previously mentioned transferred record ,in this manner we use upload model which deals
with the premise of GenReq algorithm and lastly accomplish k-anonymity of wellbeing

records.

below representation portrays a brief look at proposed model. The client initially associate
with the interface and start demand as of now the solicitation is gone through streamlining
agent and coordinated to the server while passing Q(n), for example the solicited norm
from wellbeing observing regarding normal all out of patients 'n" in a populace ,presently
the worker figures estimation of k (i.e, required number of transfer clients ) and
communicate it back to the streamlining agent next the enhancer register estimation of w
dependent on the got estimation of 'k'. finally dependent on the processed estimation of

w the client is engaged to do choice to upload or not.

When the upload records are wellbeing data and are interconnect consequently there
happen a solid prerequisite of guaranteeing k-anonymity characteristic and to that we
utilize a circulated community oriented model that get not a solitary purpose of dud. The
working of disseminated synergistic model is given beneath. initially the MaxGen hub

gets a solicitation with property ai from a client I, after it yield most extreme summed up
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Here the Query-Server inquiries peers of ‘i’ with this value(a;) to locate the quantity of
other collaborating clients of | poses a similar property estimation in their databank . Each
peer essentially reacts with "yes" or "no" lastly Query Server totals the most extreme
numeral of ideal reactions and keep them in k. Further if k+1 < k , it means that not
fulfilling the k-obscurity necessity through the current worth It would be sensible
adequate to utilize right now and the relating value. The Prev-Gen Node react with the

prior summed up an value from a summed up trait sample.

The incoming value is the less summed up value that goes before the one went as a
contention, and assuming that k+1<k, at that point spare it as a summed up inquiry
property.
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In any case the value of ' current temp ' is spared for the summed up question

characteristic.

For each property, it plays out the loop activity in r and inevitably shapes the summed up

demand cluster r.

lastly these summed up demands are transferred to the Health care checking server by

and large facilitated in cloud domain.

6.7 Suppression Algorithm :
Input data : set of requestr= { ar.a2..........ai}

Output data : k-minimal suppressed values after eliminating Qasi Identifier

r={a’a’.........a"}
Method findQName(args “filename™)

1. Read source file in to ‘alldata’
2. Var in={"Person_name".”mailing_address”....etc}; //Qasi Identifiers

3. find Qasi identifiers in alldata and store its ‘foundIndex’

4. if no Qasi identifier found return

5. replace(cellstr(alldata(u,indx)).cellstr{alldata(u.indx)).**");
//Interchange data of Qasiidentifier with a *.
6. write data into the file

7. end
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6.8 Algorithm for Generalization :

Input : request r(set of attributes) = { ar.az..........ai}
Output : the k-minimal generalized values r” wherer’={ a1”.a2".......... ai}
Method linked(*filename™)

Read database and store in ‘alldata’

global | h:; in="age";

find Qasi identifiers(like age.dob..) in alldata and store it in ‘foundIndex”’
find length of found qasi identifiers and put in ‘q’

if( g <=0)

L O

disp('no age or dob field found in database");
return
end

6. call function to find and count all other available values found in the range of X.y
in the dataset.
7. if(data(i)== x & data(i) <=y)

k=+1;
end

8. call function to find range from given age value
12 [a.b]=test(z). //test is a function which returns range in var a & b for the given

value(z)

13. call function to write generalize data
14. find cell range to perform write operatiomn.
cellRange = [firstCol.num2 str(firstRow).""last Col .num2str{lastRow)];

16. Finally write generalize data.
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6.9 DISCUSSION AND RESULTS ANALYSIS

In this work we suggest a upload model which provides an appropriate level of privacy
preservation of person who contributed in the upload game, the model obtain a total

performance optimization for the “Health care Monitoring System”.

This model exploits advantages of Nash Equilibrium (which further exploits an
incomplete information game model) for this two sided escalation method(i,e, person
anonymity and quality of Health monitoring record).

A citizen can decide to upload or not to upload as per the calculated value of ‘w’ by
server , further ‘w’ is dependent on ’k’(that is sum of required upload),now the server
calculate it with the help of priory statistics of average number of patients in the said
populace when ‘m’ number of smart phone users in the underlying population are

participating in the process.

Here the upload-decision are framed by user as depicted below:

If :w greater than 1

Then ‘decision’ = “YES”

Else :

‘decision’= “NO”

Further ‘w’ confide upon the QoS(Q) , i.e, for higher the quality higher the chance of
upload decision ="YES’.

The shared uploaded samples are basically health related records and it comprises of
participant’s details with few Quasi Identifier(s), due to this participants can easily re-
recognized by an attacker at later time .To eliminate these quasi-identifiers we utilize

b

‘generalization-algorithm’ and ‘suppression-algorithm ’ which promises for k-

anonymity of experimental/given data.
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The cost for K-anonymous solution could be determined by the total occurrence of < * °
introduced to the underlying data base . So a K-anonymity solving with a minimum cost
will do suppression for a lesser number of cells needed to ensure K-anonymity. Also here
Is a obvious single failure point as if system protect anonymity by using an anonymizer
\We have depicted that the end user privacy is protected while service quality (i.e,

medical data/health monitoring service quality) is also at better.

We successfully depicted that expected service quality which is denoted by QoS(Q)
confide upon the sum of upload(k) by various participants and also ‘k’ confide upon the

given populace size(Ps).

We used suppression-algorithm for removing quasi-identifiers like person-name,Social
Security Number ,address details, birth date etc. and generalization is used for quasi
identifiers like age, which can only be generalized-algorithm for removing quasi

identifiers like age,DOB etc

6.9.1 Experimental Evaluation

For experimental evaluation of our proposed model we successfully implemented the
above two algorithms in Matlab-2019 — a ,and finally applied dataset coming from two
sources , and the one is : ‘Health care provider credential data’ published for research
and academic  purpose and available at  following  URI

“https://healthdata.gov/dataset/health-care-provider-credential -data”, . This site is
managed by the “ U.S. Department of Health and Human Services Office of the Chief

Technology Officer” and the data present here are collected by various cooperating

agencies and state departments also it is made available for public as open access just to
ensure availability of government data to the public and thereby hoping for better health

outcome.

The above dataset includes numerous records pertaining to individuals ,however it also
carries multiple quasi identifiers too. In the below section we present the graphical

analysis and some stills of dataset just before and after applying the proposed model.

We have further taken datasets from some medical service providing organization along

the city and arrange it for our experimental evaluation.
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Next, we have applied the dataset to our proposed model and present some useful statistics

as mentioned below:

Table 9: Experimental Data Analysis

S.No Upload
Population Quality of Service Decision
Size (P) | Number | @ Expectation by
of degree of citizen(s)
Upload User on Q Historical Required
(Ki) (W) Sata No. of | [yes/no]
upload at
about server
Patients
inthe Ps | (K)
(n)
1 100 5 0.851997596 6.921 5 28.83128064 | ‘No’
2 100 10 0.896920403 10.04 10 35.85552504 | ‘No’
3 100 15 0.923198576 14.75 15 40.72038124 | ‘No’
4 100 20 0.941843242 21.82 20 4456193974 | ‘No’
5 100 25 0.956305169 32.34 25 47.78656288 | ‘No’
6 100 30 0.968121426 47.64 30 50.59183342 | ‘No’
7 100 35 0.978111929 68.8 35 53.09043046 | ‘No’
8 100 40 0.986766096 94.84 40 55.35336932 | ‘No’
9 100 45 0.994399613 119.3 45 57.42860896 | ‘No’
“Yes /
10 100 50 1.001228027 130 50 59.35022584 | No’
11 100 55 1.007405079 119.3 55 61.14339575 | ‘Yes’
12 100 60 1.013044285 144.4075 60 62.82730303 | ‘Yes’
13 100 65 1.018231853 158.3882 65 64.4169388 ‘Yes’
14 100 70 1.02303479 172.369 70 65.92426443 | ‘Yes’
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15 100 75 1.027506217 186.3498 75 67.35899317 | ‘Yes’
16 100 80 1.031688959 200.3305 80 68.72913216 | ‘Yes’
17 100 85 1.03561804 214.3113 85 70.04136846 | ‘Yes’
18 100 90 1.039322477 228.2921 90 71.30135042 | ‘Yes’
19 100 95 1.042826573 242.2729 95 72.51389703 | ‘Yes’
20 100 100 1.046150891 256.2536 100 73.68315631 | ‘Yes’
21 200 110 1.052327943 270.2344 100 151.8115094 | ‘Yes’
22 200 120 1.057967151 270.2344 110 155.9858485 | ‘Yes’
23 200 130 1.063154718 295.654 112.5 159.9264922 | ‘Yes’
24 200 140 1.067957656 309.469 117 163.6630924 | ‘Yes’
25 200 150 1.072429084 323.284 121 167.2197277 | ‘Yes’
26 200 160 1.076611825 337.099 126 170.6162477 | ‘Yes’
27 200 170 1.080540907 350.914 130 173.8692291 | ‘Yes’
28 200 180 1.084245343 364.729 135 176.9926741 | ‘Yes’
29 200 190 1.08774944 378.544 139 179.9985288 | ‘Yes’
30 200 200 1.091073758 392.3589 146.0764 182.8970759 | ‘Yes’
31 500 225 1.098707277 406.1739 150.8941 | 474.3244961 | ‘Yes’
32 500 250 1.105535692 419.9889 155.7118 | 490.1417955 | ‘Yes’
33 500 275 1.111712745 433.8039 160.5296 | 504.9018163 | ‘Yes’
34 500 300 1.117351952 447.6189 165.3473 | 518.7624695 | ‘Yes’
35 500 325 1.12253952 461.4339 170.165 531.8471507 | ‘Yes’
36 500 350 1.127342457 475.2489 174.9828 | 544.254317 ‘Yes’
37 500 375 1.131813886 489.0639 179.8005 | 556.0639203 | ‘Yes’
38 500 400 1.135996627 502.8789 184.6182 567.3418696 | ‘Yes’
39 500 425 1.139925709 516.6939 189.436 578.1432076 | ‘Yes’
40 500 450 1.143630146 530.5089 194.2537 588.5144274 | ‘Yes’
41 500 475 1.147134242 544.3239 199.0714 | 598.4951951 | ‘Yes’
42 500 500 1.150458561 558.1389 203.8892 608.1196542 | ‘Yes’
43 1000 550 1.156635614 571.9539 208.7069 1252.82881 ‘Yes’
44 1000 600 1.162274821 585.7688 213.5246 1287.188816 | ‘Yes’
45 1000 650 1.167462389 599.5838 218.3424 1319.625218 | ‘Yes’
46 1000 700 1.172265327 613.3988 223.1601 1350.382087 | ‘Yes’
47 1000 750 1.176736755 627.2138 227.9778 1379.657622 | ‘Yes’
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48 1000 800 1.180919497 641.0288 232.7956 1407.615208 | ‘Yes’
49 1000 850 1.184848579 654.8438 237.6133 1434.391293 | ‘Yes’
50 1000 900 1.188553015 668.6588 242431 1460.101132 | ‘Yes’
51 1000 950 1.192057112 682.4738 247.2488 1484.843057 | ‘Yes’
52 1000 1000 1.195381431 696.2888 252.0665 1508.701706 | ‘Yes’

From the analysis of above presented statistics it is clear that :

As number of upload in a fixed population increases the quality of service also
increases.

Also ‘w’ is directly proportional to ‘k’,i.e, as the number of upload in the
population Ps increases the value of ‘w’ also goes high and there might be more
chance for making upload decision by the citizen as “Yes’.

For subset of population (here it is presented as 100) and denoted by Ps ,the
required number of upload as calculated by the server will be more than 57

as it is obvious fact by analysing above presented statistics.

And we calculate no. of required upload ‘k’ in population size (100) which is
denoted as Ps , by following formula stated above and came to conclusion that
the value of K as 57.42,which appears correct as if ki =45 (refer above stat) the
QoS(Q) = 0.9943,which is some less than 1,and therefore there is a little chance
for difference of opinion among the citizen, so for clear decision making K>45
when Ps=100.

The graph and glimpse of dataset before and after applying the proposed solution are

presented below.
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10 Graph depicting impact of QoS on Upload Decision 'w'
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A B C D E F G H 1 J K L M N (o] P
1 [CredentialNumber IlastName FirstName MiddleName CredentialType  Status BirthYear CEDueDate Firstlssuel Lastissuel Expiration ActionTaken

2 HC60243358 Sangani Vasanti Vinud Health Care AssistaSUPERSEDED 1969 20110927 20110927 20130927 No
3 D160054498 Summers Kinda Lee Dental Assistant Re EXPIRED 1968 20081206 20161109 20171116 No
4 NA60113523 Singh Wassan Nursing Assistant REXPIRED 1984 20091008 20091008 20100826 No
3 RCB0077317 Turner India Susanne Counselor Registra EXPIRED 13957 20090224 20090224 20100517 Mo
6 NABDO52832 Castro Brittany Marie Nursing Assistant REXPIRED 1990 20081110 20081110 20030413 No
7 LP0O00D43030 Gill Stacey M Licensed Practical FEXPIRED 1967 19931013 19961202 19961202 No
8 MR60854933 Roy Casey 1 Medical Assistant FACTIVE 1981 20180501 20190410 20210524 No
9 NC10021659 EVERETT YOLANDA MARIE Nursing Assistant CEXPIRED 1970 19930323 19930901 19930901 No
1008 RNO0101157 DIMMITT CYNTHIA SUE Registered Nurse L EXPIRED 1958 19300312 19920103 19920103 No
1003 DOB0432652 Sangster Josephine Arciaga QOptician Dispensin CLOSED 1967 No
1010 PHE0550337 Rankos Elizabeth Regine Pharmacist License ACTIVE 1979 20210115 20150731 20191022 20210115 No
1011 RN60462141 Elmi Ubah Abdullahi Registered Nurse L ACTIVE 1977 20210101 20140521 20181227 20200101 No
1012 D160051517 West Jessica Lynn Dental Assistant Re EXPIRED 1984 20081129 20120201 20130208 No
1013 RN60029172 Drew Leah Marian Registered Nurse L EXPIRED 1977 20080715 20090114 20100119 No
1014 RC00054951 Albrecht Kara Ruth Counselor Registra EXPIRED 1981 20060515 20080612 20090725 No
1015 NC10051656 DIAZ ALMA T Nursing Assistant CEXPIRED 1975 19980706 19990703 19390703 No

116

. Fig 13 : Glimpse of data set before applying GenSup Algorithm:

1 Credentie{LastNam_a_FirstName MiddleMa Credentia Status BirthYear CEDueDat Firstlssuel Lastlssuel Expiration ActionTaken

2 HC602433!** = = Health CaiSUPERSED 1969 20110927 20110927 20130927 No
3 D1600544¢** = = Dental As: EXPIRED 1968 20081206 20161109 20171116 No
4 |NAGO1135 ** = Nursing A EXPIRED 1984 20091008 20091008 20100826 No
5 |RC600773:** = =+ Counselot EXPIRED 1957 20090224 20090224 20100517 No
6 [NAG0O528 ** ** =+ Nursing A EXPIRED 1990 20081110 20081110 20090413 No
7 |LPO004303 ** ** =+ Licensed F EXPIRED 1967 19931013 19961202 19961202 No
8 MRG08549 ** ** =+ Medical A ACTIVE 1981 20180501 20190410 20210524 No
9 |NC100216. ** ** =+ Nursing A EXPIRED 1970 19930323 19930901 19930901 No
1009 DOG04326 ** ** =+ Optician C CLOSED 1967 No
1010 PH605503; ** ** =+ Pharmacis ACTIVE 1979 20210115 20150731 20191022 20210115 No
1011 RNG04621. ** ** =+ Registere ACTIVE 1977 20210101 20140521 20181227 20200101 No
1012 D1600515: ** ** =+ Dental As: EXPIRED 1984 20081129 20120201 20130208 No
1013 RNG00291 ** ** =+ Registere EXPIRED 1977 20080715 20090114 20100119 No
1014 RCO00S549¢ ** ** =+ Counselot EXPIRED 1981 20060515 20080612 20090725 No
1015/ NC100516. ** ** =+ Nursing A EXPIRED 1975 19980706 19990703 19990703 No
H 4 b #| Sheetl Sheet? ~'Shest3 . %J M
Ready |

Fig 14 : Glimpse of data set after applying Suppression Algorithm:
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1 Credentia LastMame FirstName MiddleNa Credentia Status BirthYear CEDueDat Firstissuel Lastlssuel Expiration ActionTaken

2% = = e Health Cal SUPERSED 1960-1969 20110927 20110927 20130927 Mo
3:** = = = Dental As:EXPIRED 1960-1969 20081206 20161109 20171116 Mo
q - ** ** ** Nursing A EXPIRED 1984 20091008 20051008 20100826 No
5N ** ** ** = Counselor EXPIRED 1957 20090224 20050224 20100517 No
6 . ** ** ** = Nursing A EXPIRED 1950 20081110 20081110 200590413 MNo
7l ** ** ** = Licensed FEXPIRED 1960-1969 19931013 19561202 19561202 Mo
g 1** = i e Medical A ACTIVE 1981 20180501 20150410 20210524 No

2] = i e Nursing A EXPIRED 1970 19930323 19530901 19930901 No

s s =% =k i
1009 | Optician C CLOSED I1960-196;. Mo

1010 *=* = e = Pharmaciz ACTIVE 1579 20210115 20130731 201591022 20210113 Mo
1011 *=* = = = Registerel ACTIVE 1577 20210101 20140521 20181227 20200101 No
1012[ ** ** = = Dental As: EXPIRED 1984 20081125 20120201 20130208 No
1013| *=* ** = = Registere: EXPIRED 1577 20080715 20050114 20100115 No
1014 ** ** = = Counselor EXPIRED 1981 20060515 20080612 20090725 No
1015| ** ** = = Nursing A EXPIRED 1975 19980706 19590703 19590703 No

H 4 F M| Sheetl . Sheetz . Sheet3 . ¥J

Fig 15 :Glimpse of data set after applying Generalization Algorithm
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Summary

In this work we proposed an upload model for preserving citizen’s medical privacy for
health monitoring system which is equipped with crowd source technology. This method
IS citizen-centric and maintain a balance between citizen’s medical privacy and the

quality of healthcare monitoring system .

Further the quality of health care monitoring system confide upon total number of upload
samples shared by various participants with in a populace however the participant
overthink when sharing samples as there is a strong issue of privacy leak or re-recognize
at later time . We tackle this problem by first compute necessary sum of upload samples
which further depends on the historical statistics of patients in the given populace . Here
the citizen is guaranteed to expected level of privacy by utilizing our proposed ‘upload-
strategy’ which is based on an incomplete information theory model also it exploits

benefits of nash-equilibrium too.

Generally health records are related to each other and often subjective too ,also it is
pertinent to said that the citizen may be re-recognized at a later time by simply assess
combination of some values. Here we tackle this problem of k- anonymity for the shared
health record by applying Generalization and suppression algorithm proposed by us ,these
algorithms are extracted by PrevGen algorithm discussed in Chapter 5.The algorithms are
working well and produce intended results, by the use of these algorithm to our model
we successfully configure results in generalized pair of value which are then saved into
cloud database(generally outsourced) and therefore achieved k-anonymity of the
underlying health records .

In future we plan to apply the proposed system in different real world environment and
apply the real world data to analyse its outcome and performance in different

environment.

Description about Data Set:

URL : https://healthdata.gov/dataset/health-care-provider-credential-data
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https://healthdata.gov/dataset/health-care-provider-credential-data

Health Care Provider Credential Data

The Washington State Department of Health presentsthis information as a service to the public. True
and correct copies of legal disciplinary actions taken after July 1958 are available on our Provider
Credential Search =ite. These recomnds are considered certified by the Department of Health.

Thizs includes information on health care providers.

Field Value

Publisher State of Washington

Modified 2019-11-19

Release Date 2016-01-25

Homepage URL hitps://data.wa. gov/d/qxha-fd4bd

Identifier hitps://data.wa. gov/apiviews/ gch8-f4bd
License hitp:/lopendefinition.org/licensesfodc-odbl!
Contact Name Department of Health Open Data
Contact Email hsqa.csc@doh.wa gov

Public Access Level Public
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CHAPTER
CONCLUSION

& Future Work



Cloud computing is a open framework of resource pooling and rightly distributing jobs,
the openness of cloud serves various benefits to its users however it also gain concern of

privay and security threat.

Different kind of privacy attacks or threats has been experience by the development and
expansion of cloud computing model, to address their severe issues like malicious nodes

or clients and kinds of vulnerabilities various preserving techniques have been

presented so far in the context of privacy. However legacy privacy threats and attacker
can co exist in cloud and new advancement in cloud generally introduces new privacy

threats and challenges.

Therefore we can say that preserving privacy is a complex area which attracts researches
also preserving privacy in cloud environment is big task and requires in-depth &
multidimensional investigations obviously it is impractical to comprise all the dimensions

of investigation into a single work.

However we succeeded to analyse open research problems pertaining to preservation of
privacy and transparently categorize the major areas of concern for preserving privacy,

also we successfully present assessment of privacy preservation issues and

challenges in cloud environment

We also realize that existing privacy preservation schemes are insufficient to deal with
emerging security & privacy challenges and the subject requires further investigation and

future work to address all the security & privacy issues.

We frame the objectives of this research as follows , a primary action was to analyse
privacy need and challenges in cloud computing and after that we analyse current privacy
preservation schemes and models ,there after we identify factors affecting / improving
privacy preservation in cloud environment, and after that we have designed the concept
to carry out optimal privacy solution, and finally we propose a model for optimal privacy

solution in cloud environment.
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Different kind of privacy attacks or threats has been experiencing by the development and

expansion of cloud computing model, to

address their severe issues like malicious nodes or clients and kinds of vulnerabilities

various preserving technigues have been

presented so far in the context of privacy. However legacy privacy threats and attacker

can co-exist in cloud and new advancement
in cloud generally introduces new privacy threats and challenges.

Therefore we can say that preserving privacy is a complex area which attracts researches

also preserving privacy in cloud

environment is big task and requires in-depth & multidimensional investigations

obviously it is impractical to comprise all the
dimensions of investigation into a single paper.

However we succeeded to analyse open research problems pertaining to preservation of

privacy and transparently categorize the

major areas of concern for preserving privacy, also we successfully present assessment

of privacy preservation issues and challenges in cloud environment.

We also realize that existing privacy preservation schemes are insufficient to deal with

emerging security & privacy challenges and

the subject requires further investigation and future work to address all the security &

privacy issues.

Various authors proposed schemes for preserving privacy of data that belong to cloud.
Most of them used Fine grained, Course grained, character-based entry check to achieve

access restriction.

The hypothesis was based on finding solutions for following two key factors:
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» The possible way to limit individual authorised access so that one cannot
completely download the underlying database, also ways for enforcing limit in

unauthorised access.

» The possible ways to limit home administrator or cloud level administrator or
some other participant of cloud accompanying by hosted data, so that they
cannot get about data completely while they perform designated task on the

data.

After implementing entry check procedure for example XACML, Group key
Management strategy, Anonymous IDmanagement, Two factor validation, Threshold

based plan, they success in accomplishing destinations written in the primary key factor

By executing cryptographic strategies like XML Encryption, Two Layer Encoding, Proxy

Encoding, Homomorphic Encoding and so forth , they accomplished second key factor.

We accentuation on Schemes dependent on encoding intermediary and cloud
mask(projected by Ulrich Greveler et. al and Nabeel et. al).We found following take away

while studying above said schemes :

cloud mask achieves following security and privacy aspects.

The identity attribute of Users not reviled to the Document Manager and Cloud Data

Service while operating on it.

The content of the subdocuments not exposed to Cloud Data Service. The CDS facilitate
means for restricting the entrance to subdocuments just to approved clients without

learning their personality properties.
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Hardware authentication be used by encryption proxy based model also it uses
TPM(Trusted platform Module ).Encryption proxy carry out load adjusting assignment
and as a result customers are not confine to a solitary encoding proxy .The metadata table
Is utilized where meta info of every client's exchange are put away .The encryption proxy
is the core of the framework. There is on request decoding just which diminish time
utilization during the framework is starting up. With the utilization of XACML in rule

engine the framework has complex entry privilege along with XML signature.

If there should arise an occurrence of cloud mask when the gathering elements change
along these lines the whole record need to re-encode this outcomes in extra computational
burden and in single purpose of disappointment model(i.e proxy based model )encoding
proxy check entry offer to the client obviously in the event of proxy failure the whole

framework get compromised.

The rapid growth of data on the internet itself may attract severe safety and seclusion
issues uniquely information which is outsourced(whether on rest or transmit)needs
appropriate methods for security, In this lieu various creators proposed various plans and
models dependent on Cryptographic component, Proxy based assistance models and so
forth.

As said earlier the encoding proxy based model utilizes hardware validation by
implementing a  TPM and here encoding is just on demand too it uses
XACML (Extensible entry Control Markup Language) for moderating access rights of
users and at any time the entire control and command s at single point ,i.e, Encoding
Proxy and in case anyway it have fail the whole framework might collapsed

Two-layer encryption mechanism was used in Cloud Mask and it exploits Oblivious
Commitment Based Envelope(OCBE) and Broadcast Group Key Management (BGKM)
for privately delivering piece of information and propose enhanced key management.

nonetheless if the group dynamic changes there is a strong requirement of re-encryption

which clearly results in computational over head.
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Researcher have proposed different techniques and methods to ensure the privacy
preservation scheme. researchers are giving the access control through attribute based and

fine grained based mechanism and also use of encryption for securing the cloud data.

Anonymous ID based data sharing is not flexible because of more complexity and if at any

time the proxy compromised in the proxy based access, the entire system becomes failure.

Many cryptography techniques are defined but all the technique not confirming the

privacy of the cloud data.

In the next approach the use of secret key along with the facts stored in device used for
authentication is not the best solution for accessing the data because if we lost any one of

them it may lead great trouble for us.

Author H-Liu have noticed another protection challenge during information obtaining in
the cloud computing to accomplish security safeguarding entry control sharing.

Verification is set up to ensure information secrecy and information rectitude.

Whereas author J.k.Liu have suggested a new 2FA containing both client secret key and
an inconsequential security gadget, Which was property based entry check instrument, the
projected 2FA entry check framework has been distinguished to not just empower the
cloud server to confine the entrance to those clients with a similar arrangement of qualities

yet in addition save client secrecy.

Researchers projected privacy solutions which appears working well but not found as
optimal privacy solutions so, the cloud needs to give more secure services by using
advance cryptography technique and advance proxy mechanism.

now we suggested an upload method which maintain individual client’s medical privacy
in a crowd sourced environment, the proposed solution also achieve quality of health
monitoring system which further rely upon on the amount of uploads and if the TRUST
on underlying system increases the number of uploads also increases . This is a client
base approach and make a balance among client’s medical privacy along with underlying

healthcare monitoring system .

The number of upload samples is directly proportional to the Health care monitoring

system property and participants who uploaded samples are different populace/clients
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in a given population however normally the user uncertain in uploading because of great

risk of secrecy disclosure or re-recognition at later stage.

We tackle that matter by primarily computing needed integer of uploads in a given
population which further rely upon on numeral of patients in a populace sector(based on
historical data). Further the citizens are guaranteed for needed level of secrecy on utilizing

client upload policy based on game model that exploits advantage of Nash equilibrium.

The health report are normally interconnected and occasionally abstract also, and it has
been observed that the client might be re-recognized at afterwards stage by assessing
couple of values(by evaluating a group of Qasi-Identifier present in records).

We tackle the issue of k- anonymity and to reduce number of Qasi Identifiers present in
the uploaded health record, we implement PrevGen Algorithm in to our representation
that shape it in a concluded value pair retained into cloud databank and further we
simply eliminate present Qasi-identifier by a “*”, and therefore guaranteed k-anonymity

of the health register as well.

We finally suggested a secrecy securing upload method that exhibited an appropriate
level of security assurance of person who took an interest in upload process and
furthermore increase a general ideal presentation by the "Health Care Monitoring

System".

This methodology utilizes advantages of Nash Equilibrium (utilizes an inadequate data
game model) for this double objective acceleration process(i,e, Citizen secrecy and
Health record Quality).

Here the client take upload choice which depends on the figured estimation of ‘w', which
further relies upon 'k'(number of needed upload),the worker ascertain it dependent on
authentic information of normal number of patients in the given populace and 'm'(number

of smartphone clients in the given populace).
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The upload choice is taken by client as follows:
If value of w>1

Then upload decision="YES’

Else

Then upload decision="NO’

Further the ‘w” depends on the QoS(Q).

i.e. greater the quality greater the chance of upload decision ="YES".

Further the upload tests are for the most part wellbeing records which may incorporate

person's subtleties alongside Quasi Identifier(s), with which an individual can without

much of a stretch re-recognized by a foe.

To expel such semi identifiers we use speculation and concealment calculations which

guarantees k-anonymity of test information.

The quantity of ' acquainted with the given data base show the expense for K-
anonymous arrangement. K-anonymity arrangement with a base expense stifles the lesser
number of cells expected to guarantee K-anonymity. There is a solid chance of a solitary
purpose of inability to secure anonymity by utilizing an anonymizer .We have indicated
that the end client protection is safeguarded while nature of service(i.e,medical
information/wellbeing observing assistance quality is additionally better,We have
demonstrated that ideal quality of service QoS(Q) relies upon the quantity of upload(k)

and further 'k’ relies upon populace size(Ps).

We use abolition algorithm for taking out quasi identifiers, for example,

name,SSN,address DOB and so forth and speculation for quasi identifiers like age.

For practical analysis of proposed model we have actualized the demonstrated algorithms
in Matlab 2019 — a and applied 'Health Care Provider Credential Data' accessible for
research work at following URL : https://healthdata.gov/dataset/health-care-provider-

credential -data
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The dataset conveys a huge number of records identified with people alongside different
quasi identifiers ,with which an individual can without much of a stretch re-recognized
by a foe . To expel these quasi identifiers we utilize speculation and concealment
algorithm which guarantees k-anonymity of test information.

We additionally gather dataset from different medical services supplier around us and test

our framework, the framework essentially creates the expected outcome.

The Health care checking framework quality relies upon number of upload tests by
different residents/clients in a populace yet the resident uncertain in uploading because
of high worry of protection break or re-recognizable proof. We handle this problem by
first ascertaining required number of transfer which relies upon number of patients in a
populace section. Further the client is guaranteed for required degree of protection by
utilizing client upload technique dependent on game model which endeavours advantages

of nash-equilibrium.

Generally these healthcare records are interrelated occasionally abstract as well
,additionally it has been observed that the client might be re-distinguished at later stage
by assessing pair of values. We address the issue of k-anonymity of the transferred
wellbeing record by actualizing Prev-Gen Algorithm and abolition-algorithm in our
model which brings about summed up value spared into cloud database and along these

lines guaranteed k-anonymity of the wellbeing records .

The proposed solution is an optimal privacy solution as it preserves individual privacy as
well as the quality of participating system too, which based on numeral of uploads by
hesitating participants. Further we also accomplishes K-anonymity of uploaded register

by eliminating available Quasi Identifier(s).

In future, the individuals will access and offer their applications through on the web and
access data by utilizing the far-off server organizes as opposed to relying upon essential
devices and data facilitated in their PCs due to rapid adaptability of Cloud Computing.

The security and privacy issues in Cloud Computing are consistently one of the
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fundamental exploration points for analysts and engineers to research the proper

arrangements without fail.

From the point of view of this thesis , we recommend that to find a suitable and optimal
privacy solution for the particular services deliver in the Cloud environment. There is a
chance to propose the solution for all other form of privacy as and when information

sharing, and outsourcing of data takes place and new techniques were developed.

In future we will hope to execute proposed framework in other genuine condition and
apply this model and evaluate its efficiency and suitability for other flavour of privacy

need.
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