VineetThesisAyodhya.docx

By Munesh Trivedi



LIST OF FIGURES

FIGURE 1 CRYPTOGRAPHIC CLASSIFICATION[ 1] oo e
FIGURE 2. A SCENARIO USING INVISIBLE INK [24] ....oiviieeeieieeeevee e ervee e seae s e
FIGURE 3.SCHEMATIC DIAGRAM OF STEGANOGRAPHY [2] cvvevveeeeevee e eeve v
FIGURE 4. LOGISTIC MAP: BIFURCATION DIAGRAM.....coetiiuiaeere e seeeeeeeeeeee e eneenns
FIGURE 5. AUTHOR PROPOSED FLOW CHART FOR PERFORMING EMBEDDING
FIGURE 6. AUTHOR PROPOSED FLOW CHART FOR PERFORMING DECODING
PROCEDURE AT RECEIVER SIDE [37].rituveeieiiers e st eieesseeraeeesse e sveesere s ennesean
FIGURE 7. SCHEMATIC BLOCK DIAGRAM [45] .. iieieievivneeeane eee e sve e esseessessnseesnaeens
FIGURE 8. SNIPPET SHOWING ASCII VALUE OF CONSIDERED MESSAGE..................
FIGURE 9. MATLAB SNIPPET SHOWING SOME BINARY VALUE OF CONSIDERED
MESSAGE. ... e oot eee s et ee s s e e s e eae s e en s e enn e e s e ene s
FIGURE 10. MATLAB SNIPPET SHOWING DNA BASES FORMAT OF CONSIDERED
MESSAGE. .1t euteae e eueeneeere s tes s aaesams s ems e e s 22 eaeen e 2ae 2 ae s e enn e e e e eneennen
FIGURE 11. FIGURES SHOWS THE SYSTEMATIC DIAGARM OF PROPOSED CONCEPT (
ENCRYPTION FOLLOWED BY HIDING PROCESS ) ... ceeeieeee et e e ee e e
FIGURE 12. FIGURE SHOWS THE SYSTEMATIC DIAGARM OF PROPOSED CONCEPT
(UNCOVERING FOLLOWED BbDuCRYP'[‘loN PROCESS ). svieveeeieetenee e aeenee s
FIGURE 13. FIRST FOUR FIGURES A) ORIGINAL IMAGE (LEFT) B) STEGO
IMAGE(RIGHT) C) HISTOGRAM (LEFT BELOW) (ORIGINAL IMAGE) D)
HISTOGRAM(RIGHT BL’LOW)&'[‘L’GO IMAGE) oo et
FIGURE 14. FIRST FOUR FIGURES A) ORIGINAL IMAGE (LEFT) B) STEGO
IMAGE(RIGHT) C) HISTOGRAM(LEFT BELOW) (ORIGINAL IMAGE) D)
HISTOGRAM(RIGHT BELOW) (STEGO IMAGE) «..vvvevveessaeaeraeeesseseeseessse snessesssnns
FIGURE 15. FIRST FOUR P‘lGURuSﬁORIGINAL IMAGE (LEFT) B) STEGO
IMAGE(RIGHT) C) HISTOGRAM (LEFT BELOW) (ORIGINAL IMAGE) D)

HISTOGRAM(RIGHT BELOW) (STEGO IMAGE) ....vvveeeeeesaeeeraeeesss e eaeeesrs nensensenen

11

13

16

22

27

29

32

44

45

46

50

50

35

56

56




LIST OF TABLES

TABLE 1. STEGANOGRAPHY: GOALS, SPECIFICATIONS AND

DETECTION/EXTRACTION [25] 11vievevivieeesretees e st esaeesae evaeeense e sne e sns s ennenseaen

TABLE 2. BIT REPLACEMENT CONCEPT KIMLA [22]..ueieeiiiee et

TABLE 3. BIT REPLACEMENT CONCEPT KEKRE'S ADVANCED MULTIPLE LSB

(KAMLA) [ 1] et eee e e seeneee e
TABLE 4. XOR TABLE ...ttt ettt e et e e eeae e et s e e et ae e san e aeenae s

TABLE 5. LSB VS SUGGESTED APPROACH (DNA+KAMLA) ON DIFFERENT

15
38

39
45

52

TABLE 6. TIME CONSUMPTION BY PROPOSED METHOD WHILE VARYING SIZE OF TEXT

MESSAGE SIZE (INBYTES) ..o ieeeeeeeeses et s ees e seveeesess s sesnesssasanesesssnsneeemmsansnens

53




ABBREVIATIONS

DNA
ICS

ICSECY

ZDT

LSB
LM
DES
AES
MSE

PSNR

Deoxyribonucleic acid
Indexed Based Chaotic Sequence

1
Indexed Chaotic Sequence based
Selective Encryption of Compressed

Video

Zero Distortion Technique

Least Significant Bit Substitution
Location Matrix

Digital Encryption Standard
Advanced Encryption Standard
Mean Square Error

Peak Signal to Noise Ratio




CONTENTS

1. Introduction

7

1.1 Symmetric key cryptography:

1.2 Public key cryptography:

10
10

1.3 Issues Emerged (Gaps in Previous Studies/Research-Conceptual,

Methodological and Theoretical) :

1.4 Motivation

1.4 Organization Scheme:

2. Literature Survey

2.1 Biometric based key release:

2.2 Biometric based key generation:

3. Preliminary Studies

3.2 Kekre's advanced Multiple LSB algorithm (KAMLA)
4. Problem Definition

4.1 Objective of the Research:

4.2 Hypothesis:

4  Proposed Work

5.1 Encryption followed by steganography

5.2 Uncovering process followed by decryption

51.1 Encryption followed by hiding (hiding (Encryption (Secret Message,

Key), cover image))

13
14
15
18

22
23
37

38
41

11
42
44

49

5.2.1Uncovering followed by Decryption (decryption (uncovering (Secret Message

from image)), key)

6. Result and Discussion

7. Conclusion

References

49
52

58

61




ABSTRACT

In the internet world, some of the information exchange required services
defined in the security services X.800. Confidentiality of sensitive data is
considered to be one of the security service defined in X.800 which is highly
desirable in digital world. Encoding the sensitive information with the help
of secret keys helps in maintaining the confidentiality of data. This approach
is known as cryptography. The major limitation of cryptographic approaches
lies in the fact that the encoding message which was or were produced as
output after encryption procedure may attract malicious user on
communication channels. They may launch brute force attacks or practice
cryptanalysis. This limitation of cryptographic approaches is taken care by
steganographic approach. Through steganograph&pproach one can conceal
secret information into carrier. Carrier may be text, audio, image or video.
The major limitation of steganography lies in the fact that, if any how
steganalyst may aware about the fact that something is concealing in the
carrier then purpose of steganography is defeated. This presented thesis
discusses about an approach which utilizes the potential of both i.e.
cryptography concepts and steganography concepts. For performing
encryption DNA encoding procedure has been used. For hiding purpose
Kekre’s Advanced Multiple least significant bits substitution algorithm has
been used. Simulation results signify that presented approach has strength in

terms of high payload capacity, robustness, visual detection and time.




Keywords:Steganography, Image, LSBs, Digital data, Encoding, Carrier medium,

HTML steganography, zero distortion technique
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1. Introduction

In the era of twenty century which is also considered as digital era, it is difficult to
imagine a world without internet. Every single information is now thought to be
stored in digital format so that it is accessible throughout the world without the
limitations of locations. But everything is access to everybody? Or some
restrictions on information have been put. This is decided by the data owner.
Creator may think that information should be public or may have some
restrictions in access its contents. Information can be thought as an asset which
needs confidentiality, integrity and its availability when it’s needed [1-69].
Making information as public in broad terms means that it is available to everyone
without any restrictions. Or one can think as public access as information access
to everyone which does not cause any harm to its creators or any person in the
world (ethics). Certain information which are available on internet may require
AAA i.e. authentication, authorization and accounting. Here term authentication
means that any user wants to access a particular kind of information, he/she needs
to authenticate first with the help of suitable login credentials. Once user has been
logged successfully he/she has been authorized to do certain kind of tasks. The
third A means accounting which is used for accounting information in accessing
network resources|1].

AAA concept which helps in network management and security requires some
efficient algorithms which ensure its implementation. Information may require

confidentiality depending on its nature not only during storage but also during its
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transmission from one host on a network to another host over the internet.

Security attacks threaten confidentiality, integrity and availability. Snooping and

traffic analysis is considered to be main threat to information confidentiality.

ITU-T (X.800) defines the services related data confidentiality. The list of X.800

includes:
a) Authentication: Identification of claiming client
b) Access Control: How to prevent unauthorized uses of computer resources.
¢) Confidentiality: Data remains disclosed to unauthorized user.
d) Data Integrity: Data was intact and it is in its original form as sent by its
authorized sender.
e) Non-Repudiation: concept is, parties if it is involved in authorized

communication may not deny later i.e. protection against denial.

In simple words one may think as function of security in terms of storage. In

digital sense it may be storing information in encrypted form and only authorized

user who has the key/key’s, may access that secured encrypted information. This

approach is termed as cryptography. Cryptography word was of Greek origin

which means “secret writing”. Terms which used in cryptography are as follows:

a)

b)

c)

Plain text: The original message which required security i.e.
confidentiality.

Cipher text: The encoded message which is obtained from plain text after
some security algorithmic procedure.

Cipher: The security algorithmic procedure.




d)

e)

g)

h)

i),

k)

Chapter-1

Key: The secret text in the form of numbers or text or combination of both
which is used by cipher algorithm and known only to authorize
communicating party.

Encipher: Encipher means process of converting plain text i.e. original
message into cipher text i.e. encoded message.

Decipher: Decipher means process of converting encipher text i.e. encoded
message into plain text i.e. original message.

Cryptography: The domain which involves study of developed and
developing concepts of encryption.

Cryptanalysis: In simple words: code breaking. The domain which
involves the extraction of original information from encoded or cipher
message without being aware of key or keys.

Cryptology: The practice of studying both the concepts i.e. cryptography
and cryptanalysis.

Cryptographers: The person who studies and performs cryptographic
practices in order to secure the message i.e. secret text is known as
cryptographers.

Cryptanalyst: in simple words, the person or security expert who practices

the cryptanalysis is popularly known to be cryptanalyst.

In broad terms two type of cryptography are practiced:
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1.1 Symmetric key cryptography:

When encryption and decryption were performed with the help of same key by the

communicating parties.

1.2 Public key cryptography:

When encryption and decryption were performed with the help of pair of key’s by

the communicating parties.

Now a days it is practiced through three mechanism i.e. symmetric key
cryptography, public key cryptography and hashing. Some popular approaches of
symmetric key cryptography are: IDEA, SERPENT, RC6 and DES etc. Some
popular approaches of asymmetric key cryptography are: RSA, SSH etc. Figure 1
shows some popular approaches of cryptography that were widely used [1].

One may choose any of these algorithm to secure information. Transmission of
encryptedmessage may create suspect and draw attention of hackers which on the
one hand can be thought as limitation of cryptography. For example in military
communications, one may sniff the traffic over the communication network if it is
public and can locate the source and destination. Also it may get the longitude and
latitude and duration of communication. Small-small information when combined
may results in revealing in very sensitive information to unauthorized user on
network. Generally the hackers or unauthorized user practices cryptanalysis. The
objective of hacker or malicious user may not only to recover the original
message but also the key or keys involve in encryption procedure. The general

approaches involved in cryptanalysis are: cryptanalytic and brute force attacks.
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Some of the popular approaches which are used in cryptanalytic were: cipher text
only, known plain text, chosen plain text, chosen cipher text, chosen text. These
are the approaches were practiced by cryptanalysis depending upon the
information which they have.

Steganography approach may help in overcoming this limitation. The word
steganography is derived from Greek word meaning ‘“covered writing” or
“conceal writing”. Steganographic approach is hiding a message into some carrier
message that presence of message remains invisible. History is full of facts which
show the use of steganography. Chinese people use to send their secret war
messages by writing it on thin silk clothes which was then swallowed by their
messengers. Invisible inks were used for covered writing in Rome and Greece.
Similarly tattooed heads or messages on heads were covered by hairs; secret
messages written on wooden tables were replaces by wax etc. History is full of
such practices.

Even now in modern era it is practiced widely.

l’ Cryptography —l

Symmetric Key Asymmetric Key
BLOWFISH, TWOFISH, DH,
RIJNDEAL, DES, 3DES, SsL,

CAST-128, RC6, TEA, RSA,
MARS, IDEA, SERPENT SSH

Figure 1Cryptographic Classification[1]
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One of such practice example is digital watermarking. Several media reports
(Kelly [2001]) contains information [23] that natural images were used by
terrorists for hiding their secret messages. Natural images were considered and are
consider now a day’s as carrier for hiding secret messages as natural images
contains texture variations, contrasts and luminance.The steganographic practices
were based on the key requirement that it does not degrade the quality of carrier
image.

Concept is message should be as much as invisible.Idea is, it does not draw hacker
attention. But if attacker/hacker comes to know about something hidden then
he/she can uncover the information. Or even if attacker/hacker does not able to get
the exact message but he/she suspect only, then also steganography purpose is
defeated [25].

This fact can be considered as the major limitation of steganography. Covered
writing should be performed in such a way that it should make very limited

change in its carrier or carriers.
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Sender Supervised Receiver
Channel

Figure 2. A scenario using invisible ink [24]

Limited change will make steganalysis difficult. Some of the popular approaches
in steganography were LSB, F3, F6 etc.

1.3Issues Emerged (Gaps in Previous Studies/Research-Conceptual,

Methodological and Theoretical) :

The past reviews of the literature of the research work done already shows that
there is still ample scope on the topic of this research. There are some of the
popular cryptographic approaches which are used now a day’s [14-20].
Cryptosystem which was based on symmetric key has certain limitations which
needs to be taken care:

e Exchange the secret key or keys

e Encryption and decryption procedure may involve number of keys

e Origin and authenticity of message guarantee etc.
Cryptosystem which was based on asymmetric key approach: there are certain

issues involved which needs to be taken care:
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e Authentication of public key

e Slow

e Need of computational resources during procedure etc.
But the major limitation of cryptographic approaches lies in the fact that its draws
attention of malicious users. So to overcome this limitation, steganographic
approaches can be used. Strength of steganographic approaches lies in the fact that
it does not draw attention. But the limitation of steganographic approach lies in
the fact that once the attacker comes to know that something is hidden inside the

carrier then he/she may extract the secret message [3-21].

1.4 Motivation

Some of the researcher advocates to harness the potential of dual concepts ie.
steganography concepts and cryptography concepts [1-52]. Steganography and
cryptography is considered to be orthogonal and complementary [25]. When both
the concepts are used to hide the information, this is called metamorphic

cryptography. The presented work is based on the concept of metamorphic

cryptography.

Due to availability of high performing computational resources, launch of brute
force attack can be performed in polynomial time, hence making traditional
approaches strength questionable. This motivates security researcher to look for
alternative approaches that can withstand with the emerging challenges. DNA can

be thought as a strong alternative approach.
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The main contribution of this work exploits the DNA approach for encrypting the
text and KAMLA approach for performing the steganography. The potential of
both the approaches has been utilized and a new approach was presented in the

direction of performing metamorphic cryptography.

1.4 Organization Scheme:

Presented work was organized as follows:

Chapter I: Introduction

Chapter II: Detailed research work in this area.

Chapter Il : Preliminary Studies

Chapter 1V: Explains the problem definition and hypothesis

Chapter V:Explains the proposed methodology& proposed algorithm
Chapter VI: Result and Analysis

Chapter VII: Conclusion of the whole work presented in this thesis.

References and Appendices.

Table 1. Steganography: Goals, Specifications and Detection/Extraction [25]
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Protection of intellectual property rights

Goal
Transmission of secret message without raising suspicion ++++
Perceptual invisibility +++++
Statistical or algorithmic invisibility +H++4
Robustness against hostile removal, destruction, or counterfeiting -
Specifications
Resistance against normal signal processing +
Capable of surviving common compression coding ++
Large payload ++++
Extractability/detectability without host/cover object ++++
Detection/ | Extractability only with presence of host/cover object -
Extraction
Regquirement of low complexity in extraction/detection +++
Optional capability of automatic object downloading ++

MNote: Crucial: +++++ MNecessary: ++++ Importanc +++ Desirable:++ Useful: +

COVER IMAGE
: 7 m

TEXT DATA
Figure 3.Schematic diagram of Steganography[2]

(To)
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2. Literature Survey

This chapter describes the allied work in the domain of cryptography and

steganography.

Authors in their work [3] presented a survey of traditional and modern approaches
in cryptography such as RSA, RSA based singular cubic curve, JCE etc. They in
their work also discuss some quantum cryptographic approaches such as RSA
based on ECC with avk etc. Authors in their work [4] proposed metamorphic
cryptography approach. For encrypting ie. encoding the secret message,
deoxyribonucleic (DNA) approach was used. Least significant approach was used
to hide the message. Video was used as carrier medium to hide the encrypted text.
Indexed based compression technique was used to compress the text. Authors in
their work [5] presented video encryption procedure which was based on indexed
chaotic sequence. They encoded I frame along with motion vector of video. Work
[6] proposed a real time video encryption procedure namedICSECV. The ICSECV
stands for indexed chaotic sequence based selective encryption of compressed
video (ICSECV). They encoded the Intra coded frames from Group of pictures but
in selective fashion. Chaotic theory was used by many security researcher because
creates high amount of randomness to our input data. Randomness was added to
create more confusion hence resulting in more secure output. As per researcher
randomness and chaotic sequences can be think of synonyms of each other. Author
in their research work [7] proposed metamorphic cryptographic approach using
m

audio as carrier. For encrypting the text they had used indexed based chaotic

18
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sequence and for hiding purpose, LSB along with XOR approach has been used. It
was hypothesized by the author that LSB along with XOR approach creates
minimum distortion in the carrier. Authors in their work [8] supports the concept
of metamorphic cryptography. Indexed based chaotic sequence was used for
encryption and LLSB was used for hiding purposes. As per authors, strength of
using chaotic sequence is its randomness nature. LSB were used as it is very
popular among its user for steganographic purposes. In simple words, it creates
very less distortion in cover image. Author in their work [8] used video as carrier
medium. Some authors used Zero Distortion Technique for hiding purposes [9]-
[12]. One of the work [9] used ZDT approach for hiding purpose and index based
chaotic sequence for encrypting text. Advantage of using ZDT approach as its
name implies creates zeros distortion in cover image resulting in high PSNR
values. Author in their proposed technique i.e. zero distortion technique, they
matched common binary bits of secret data with binary bits of image pixels. The
matched location was saved in another matrix. Author named this matrix as
location matrix. This matrix contains location of matched binary bits of secret data
with binary bits. The grey images were used as carrier image. These locations
which are stored in location matrix were further encrypted to provide additional
layer of security. For encrypting the locations in the location matrix they li.zive used
the concept of indexed based chaotic sequence. The location indexes in the

location matrix were randomized by the indexes produced as output by the chaotic

sequence formula.

Xn+1=}l * X * (I-Xn) (l)
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Xo is an initial condition; value varies between 0 and 1. A control parameter p

value varies between 3.6 and 4.

The author in the presented work [10] used color images as carrier medium. The
adding advantage of using color images was their three channels i.e. red blue and
green. With the help of three channels, data can be concealed into any one of the
three channels or all the three channels. Idea was use of three channels of color

image increased the payload capacity i.e. more secret data can be concealed or
hidden in cover image. The author in their work [10] first covert secret text into
corresponding ASCII values. These ASCII values were further converted into
binary values. Carrier image was chosen. In this work [10] carrier image was color
image. The pixel values of this carrier image were extracted. These pixel values
which were decimal values, converted into ASCII values. These ASCII values of
pixels were further converted into corresponding binary values. The 8 bit binary
values of text were matched with 8 bit binary values of cover image. The matched
locations were saved into other matrix. This matrix was named as location matrix.
This location matrix contains the locations where secret binary 8 bit values were
matched with 8 bit binary values of cover image. This location matrix indexes
were further jumbled. For jumbling these locations the author used concept of
chaotic sequence. The equation one were the required formula which they have
used to generate random indexes. With the help of random sequences the location
matrix data were randomized. This location matrix was shared with receiver
assuming that receiver has carrier image. Receiver on receiving this location

matrix, applied chaotic sequence formula to generate the locations. Once the

locations were obtained, receiver looked into carrier image to obtain the pixel
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values. The pixel values were converted into binary values. Finally the binary
values were converted into ASCIl values which further converted into
corresponding letter resulting in secret text. If the secret text is large then three
channels of image (color image) can be used for hiding intentions. Some researcher
advocates the use of DNA based encryption and decryption [14] — [20], [28]. In
paper [33], author presented concept of metamorphic cryptography. They
encrypted their secret message with DNA concept. For hiding their secret message
they have used least significant bit substitution approach. They [33] also used

indexed based encryption technique for compressing their secret text.

The compression technique which was used was lossless compression technique.
Authors [33] have used video as carrier medium. Video provides multiple frames
options for hiding data. And if it is color video then it has three more channels

which on the other hand provides three more options for hiding the secret data.

Authors [33] used indexed based chaotic sequence for selecting the frame of video
in which secret text was hidden. Instead of using video frames sequentially for
hiding the data, indexes are generated to create more confusion. Indexes were

created with the help of equation- 1.

Chaotic sequence was generated with the help of formula as described in equation
1 above. Some researcher advocated the concept of bio-cryptography (DNA
computers). In simple words, combining the concept of biology i.e. biometrics with
cryptography. Biometric can be thought as science whose study involves
understanding of evaluation of biological data. Biometrics were popular in the field

of authentications. The biometric authenticate system use fingerprints, iris, face or

21




Chapter-2

combinations of these or physiological traits [33]. They can also use person speech
or hand written system to authenticate. Idea was behavioral traits and physiological
traits can be used as key with some other concept eliminating the need of long
passwords or multiple passwords [32] [33]. They were also used in system which
works in the domain of non-repudiation. The biometrics information were

integrated with concept of cryptography in two popular ways [32] [33] i.e.

RANDOM VALLE

CONSTANT VALUE
Figure 4. Logistic map: bifurcation diagram

2.1 Biometric based key release:

In biometric based key release approach, security system deploy a matching
algorithm which tries to match a biometric signal which was input through devices
with the data popularly known as template stored in database [32] [33]. If match is
found successful then key is released otherwise it may ask of some number of

attempts or retries.

22




Chapter-2

2.2 Biometric based key generation:

In biometric-based key release approach keys were bounded (monotonically) to

biometric signals [33].
The very adding advantage of biometrics over traditional practices is [32] [33]:

a) No need to remember

b) Guessing is difficult

¢) No need to carry

d) No fear of stolen or loss
And it can be easily used in mixture with traditional approaches. Some researchers
focused on the concept of DNA cryptography. DNA as it names implies, are long
polymer which on other hand made up of millions of nucleotides which are linked
together. Nucleotides contains a five carbon sugar, a phosphate group and one of
nitrogen ses i.e. Adenine (A), Cytosine (C), Guanine (G) and Thymine (T). The

advantage of using DNA cryptography as mentioned in literature was [33]:
a) Speed: Very fast

b) Requirement of less or minimal storage: A compact volume can store large
volume of data. As mentioned in literature, DNA one gram contains
approximately 1021 DNA bases which on other hand can store 108 T B of

data.
¢) Less requirement of power

Pragya et al. in their paper presented [35] message authentication through
steganography. Image was used as carrier medium. Idea was, hash of secret
message was calculated using SHA- | algorithm. The hash code which was of 160

bits resulted as output of application of SHA-1 algorithm was converted to binary.
23
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Carrier image was chosen. Pixels values of carrier image which were actually
decimal values, converted into binary values. Least significant bit substitution
method was chosen to hide the secret message. 160 bit hash code was hidden into
LSBs of carrier image. If the LSB of pixel was same as binary value of hash, then
there was no need to change in the LSB bit of carrier image, otherwise replace the
LSB of carrier bit with message i.e. hash binary bit. This image after the LSB
operation was saved and sends over the desired communication network to the
designated recipient. There were some more tasks which were needed to perform at
sender side as per presented paper. According to authors [35] they send hash of
secret message after hiding it into carrier medium and secret message was
encrypted with the encryption algorithm and this encrypted message was send over
some other communication medium. For performing encryption they have used
DES encryption algorithm. At the receiver end, the receiver decrypted the message
following the reverse procedure of encryption algorithm. Receiver generated the
hash code of decrypted message. The receiver used SHA-1 for calculating the hash
of received message. On the other hand, receiver after receiving the stego image
obtains the pixel values. These pixels values were in numeric form. These numeric
numbers were converted into corresponding binary values. LSBs values were
obtained. These LSBs binary values were converted into corresponding decimal
values. And these decimal values were converted into corresponding character
values. This step generated the hash message. This hash message which was
received through carrier image was compared with the calculated hash of
decrypted message. If they matched then it ensures that integrity of message was

remaining intact. In simple worlds no change was made during transmission by
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any authorized user. If they didn’t matched then it was concluded that message got
altered. Author for generating hash of message used SHA-1 algorithm. They have

given reasons why they have used SHA-1 over MD5. The reasons were as follows:
a) MDS5 is more vulnerable to SHA-1.

b) Using MDS5 has more chances of collision as compared to SHA-1. If hash
is generated using MD 5 it will result in 128 bit message digest. And if
hash is generated using SHA-1, it will result in 160 bit message digest (one
in 2%).

In 2004 MD 4 and MD 5 were proved to be more likely to have collisions. Many
versions of SHA family were invented such as SHA-2. SHA-2 generated message
digest were offered less collisions as compared to SHA-1. Several more versions of
SHA families were A-256, SHA- 384, SHA- 512. SHA -256, SHA- 384, SHA -

512 produces the hashes of messages which were of length 256, 384 and 512

respectively.

Author in their work [36] presented a metamorphic concept but using text as
medium. Using text as medium has certain limitations such as: it is sensitive to
changes, it lacks redundancy etc. In their work, input was secret text and carrier
was also secret text. The sender side output was chaotic sequence matrix. The first
step of sender side was to convert the cover text to g)rresponding ASCII values.
These ASCII values were then converted into corresponding binary values. The
secret text size was reduced. For reducing secret text size, they have used

abbreviation method. The reduced secret text was converted into ASCII values.

These ASCII values were converted into binary values [36]. The matching process
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was then performed. Matching was done between cover text and secret text. If
match was found then location was recorded. These locations were saved in the
location matrix. Chaotic sequence was then generated using the eq.- 1 as described
above. Index was generated with the help chaotic sequence. Indexes were sorted.
Location matrix was generated as output. Location matrix and cover text were then

communicated into receiver side. On receiving the cover text, receiver extracted
5
the matrix of locations. Convert the cover text file gto corresponding ASCII
values and then these ASCII values were converted into corresponding binary
values. With the help of location matrix, binary values were obtained. These binary
values were converted into ASCII values. These ASCII values were converted into
corresponding letter. Output was secret text. Trivedi et. al. [37] in their work
presented the combination of cryptography and steganography i.e. metamorphic
approach. They have used audio as carrier medium. Secret text was chosen and
carrier audio was chosen. The secret text was converted into corresponding ASCII
values. These ASCII values of secret text were converted into corresponding
binary values. Similarly the carrier audio was converted into corresponding ASCII
values. These ASCII values were converted into binary values. Secret text was

encrypted with the help of equation-1 as described. As per their considered

example: secret text was “steganography”’.

This word has 13 alphabets or letters. Corresponding ASCII values were: 115, 116,
101,103,97,110, 111,103, 114,97,112, 104, and 121. These ASCII values were
converted into binary values. The paper [37] contains screen shots which show

their step by step procedure. Consider first letter of secret text i.e. “s”. Its ASCII
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value is 115. Corresponding binary values were: 11100 1 1. From equation 1

described above, they have generated the chaotic sequence matrix.

COVER
CONVERSION AUDIO (IAF)

BINARY FORMAT OF

TEXT DATA (To) ENCRYPTION USING INDEXED
BASED CHAOTIC SEQUENCE

e

CONVERSION IN TO
COLUMN VECTOR

LSE BIT OF
BINARY FORMAT OF BINARY
ENCRYPTED TEXT(Bgy) FORMAT

[LENGTH:BHII

RESULTANT
COLUMN
VECTOR

L, TECHNIQUE

I
4 |
EXCHANGE :
RESULTANT COLUMN :
VECTOR WITHLSB OF !
AUDIO FILES :

;

EMBEDDING ENCRYPTED TEXT IN AUDIO
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Figure 5. Author proposed flow chart for performing embedding procedure [37]
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As per their work, considered p was equal to 3.62. Xo were considered in the range
of [0 1] ie. 0.6. The next term generated with the help of chaotic formula was
0.6000. Similarly they have generated m x n terms matrix. Sort this m x n chaotic
matrix. For example, the older location of 0.6000 was (1, 1) in chaotic matrix. The
newer location after sorting matrix becomes (9, 6) (assume). Then secret text
location after matching with cover text was embedded into this new location. This
procedure was performed for all the characters of secret text. The resultant matrix
after encryption procedure was converted into column vector or column matrix.
Once this gets finished, steganography were performed. Audio file was chosen as
cover. LSB of the cover audio file was also converted into column vector. The
column vector obtained after encryption procedure was XORed with column
vector of carrier audio file (i.e. LSBs of the carrier audio file). After XOR
operation, the column vector which was resulted, were named as resultant column
vector. This column vector i.e. resultant column vector replaced the LSBs of audio
file. This resulted into stego audio file. This stego audio file was shared into the

communication channel.

On the receiver side, reverse procedure was performed. The sender will share this
stego file plus p and Xo value. Receiver on receiving this stego audio file converted
this into corresponding binary values. LSBs from this carrier stego audio file were
obtained (length equal to secret text message), say this as Mi. LSBs of the carrier
image were also obtained, say this as M2.Convert these two matrixes i.e. M1 and
M2 into column vector. These two matrixes i.e. M1 and M> were XORed. With the

help of chaotic sequence the location of secret text were generated. This was done
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with the help of values of p and Xo shared with receiver by the sender. From these

locations binary bits were obtained. A group of bits were formed.

STEGO
AUDIO FIX CONVERSION FROM
DECIMAL TO BINARY

EXTRACT LSB OF
LENGTH OF
ENCRYPTED TEXT
(COLUMN VECTOR)

BINARY
FORMAT OF
ENCRYPTED

TEXT(COLUMN

VECTOR)

DECRYPTION {}, TECHNIQUE

MATRIX OF BINARY
FORMAT OF SECRET
TEXT

r
I
I
]
I
I
I
I
I
I
I

CHAOTIC ‘ SEQUENCE
L |

|| CONVERSION FROM BINARY TO DECIMAL

ASCII FORMAT OF
SECRET TEXT

| CONVERSION FROM DECIMAL TO CHARACTER

SECRET TEXT

Figure 6. Author proposed flow chart for performing decoding procedure at receiver side [37]

These groups were converted into corresponding ASCII values. These were the
ASCII values of secret text. These texts were generated from these ASCII values.

This was resulted in the secret text at receiver side. As per authors [37] their
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proposed work produces less distortion in the carrier audio file. AS per their claim,
even human ears cannot suspect the audio distortion. LSB produces distortion, so
the authors [37] along with LSBs, used XORed concept. Author in their research
[38] paper presented other approach of metamorphic cryptography. For performing
encryption they have used DES encryption algorithm. For performing
steganography they have used LSB algorithm. DES symmetric cryptographic
approach has been used. First secret text was encrypted with the help of DES
encryption algorithm. This step resulted in cipher text. This cipher text was hidden
using LSBs. Song et al. in their approach used the combination of LSB matching
and Boolean functions in stream ciphers [39]. They used LSB for performing
steganography. For performing encryption, they have used stream ciphers. Divya et
al. in their proposed concept of metamorphic approach used RSA plus LSBs and
MSBs concept. They have used RSA concept for encrypting their secret text. RSA
was proved to very secure [40]. LSBs along with MSB were used for performing
steganography. MSBs were also looked for hiding purposes. Idea was to create less
distortion simultaneously increasing payload capacity of carrier image. In their
proposed work they have used gray scale images. Author [41] in their presented
work advocates the use of metamorphic cryptography. They [41] have encrypted
the secret text using encryption algorithm. For hiding this secret text into carrier
medium they have used LSBs substitution method. They have used audio files as
carrier medium in which this secret text was hidden using LSBs approach after
encryption. As per authors [41] their proposed approach were fit for any kind of
audio format i.e. proposed approach can be used with any of the audio format. As

it uses LSBs approach for hiding purposes which was very popular for creating
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very less distortion in carrier files. Authors in their paper [42] presented a concept
which uses the dual key AES for encryption. One key was required at sender side
for converting plain text into cipher text. Another key was required for converting
cipher text into plain text. This key has to be shared in secure fashion. Sridevi et al.
in their work [43] presented the concept of metamorphic cryptography but in
reverse manner. They have proposed the concept: steganography followed by
cryptography. Using LSBs approach they have hidden their plain text message.
Once this step was performed successfully, they have used AES for encrypting
whole stego image. AES stands for Advanced Encryption Standard. For hiding
purposes they have used image files. Symmetric key encryption concept was used
for encrypting the carrier stego image. This stego image was then shared over the
internet or communication channel [43]. Receiver side after receiving this stego
image decrypted using the same key which was shared by the sender through
secure channel. After performing decryption, reverse procedure of LSBs was
performed to obtain the secret text [43]. Authors in their work [44] presented the
combination of angular encryption along with steganographic approach. They
converted secret text into image i.e. cipher image. This cipher image was then
hidden into another image. Receiver has to perform reverse steps to obtain the

plain text.

Author et al. in their paper [45] presented a concept of video steganography.

Authors have used video as carrier medium.

31




Chapter-2

Message File

Selected Frame, Part of the
Cover l message to be embedded
o " Scene Change " Embedding
Threshold J| Detection Block |, Block
i l Frames with embedded

Message
Stego Video

Figure 7. Schematic block diagram [45]
For hiding purposes they have used LSBs approach. The proposed concept was
carried out in to two steps i.e. an embedding phase and decoding phase.
Embedding phase consists of two steps i.e. scene change detection block and
embedding block. Scene change detection block detects the scene changes. If there
was scene change in the video frame, divided the messages into blocks. Histogram
difference techniques were used to detect the scene change for a particular video
frame. When abrupt changes were recorded by the scene change detection block, it
sends the frame plus the message block to the next step i.e. embedding block.
Embedding block followed the concepts of 3-3-2 approach. Authors have used
LSBs concepts for hiding secret message. First secret message gconvened into
corresponding ASCII values. These ASCII values were converted into binary
values. Similarly the corresponding frame which was selected, its pixels values
were nvertcd into corresponding ASCII values. These ASCII values were
converted into corresponding binary values. As each frame in video contains three

plane i.e. red, blue and green, a pixel were chosen from same locations. Three bits
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of secret message were hidden in three LSBs of red plane, next three bits of secret
message were hidden in three LSBs of green plane and two bits of secret message
were hidden in two LSBs of blue plane i.e. 3-3-2 approach. At the end they have
added the NULL to indicate the end of secret message. Authors instead of directly
embedding pixels into the video frame as send by scene change block, they have
randomized the locations using the indexed based chaotic sequence concept [46].
They have also shown the result of%E i.e. mean square error and PSNR i.e. peak
signal to noise ratio. As per their results [45] they proposed concept resulted in low

mean square error and high PSNR. As per authors the advantage of using change

scene frame was to confuse the attacker that something was hidden into it.

In presented work DNA approach has used because it offers speed, minimum
power and storage requirements [14]-[20], [33]. With the help of DNA approach
the user can describe more complex encryption approach [20, 33]. The DNA

encoding is performed using following steps [20]:

1. The message and key are converted into ASCII and then to binary values.
2. Padding of zeros are done if message or key size are not even.

3. XOR step 1 and Step 2

4. Output of step 3 is represented with the help of DNA bases format.
Decoding is performed in following steps:

1. Convert DNA formats to bits.

2. XOR the Step 1 and Key.
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3. Convert the step 2 into binary and then ASCII code. Convert ASCII to character

to get original message (plain text)

An explanation of implementation with an example was presented in proposed

work section.

Authors in their work [2] presented a study which contains different methods of
performing text steganography. For example methods based on semantic approach,
open spaces or white space, format based etc. The most widely used steganography
method was least significant bit substitution method. This method was popular in
literature because of its easiness to implement. One desirable condition for LSB
concept was that if compression were involved in process then it needs to be loss
less. The reason was that, in LSB substitution, every LSB bit of pixel of cover
image were involved. When 8-bit gray image were used, only one binary bit of
secret text was embedded in only pixel of cover image. For example, suppose our
text message is “Hello”. Convert this word to corresponding ASCII values and
then to 8 bit corresponding binary values. Secret text message contains 5 X 8 = 40
bits which needs to be hidden in cover image. As per LSB approach for every bit, a
pixel of cover image is needed. It means there is need of 40 pixels of the cover
image. If carrier image was choosen as color image, then three bits of secret text
can be hidden in carrier image. Color images have three channels i.e. red, blue and
green (RGB), also known as 24-bit color image. So each pixels have three
components ie. red, blue and green. Using color images, payload capacity of
carrier is increased. For example, suppose secret text first letter is ‘a’. The binary
value of ais0 10000 0 1. To hide this 8 bits, only three pixels have to be used if

carrier considered is color image. If gray image is considered as carrier then 8
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pixels is needed. Consider a color image pixels has binary values: (00000000,
00001010,00001000), (OOOOOOOL,00001000,00001000),
(00100000,00001011,0000101 1). Then after hiding first letter i.e. ‘a’
binaryue() 100000 1 results in final values of cover pixels: (00000000,
00001011,00001000), (OO000000,00001000,00001000),

(00100000,00001011,00001011).

Authors in their work [13] proposed text steganographic approach based on LSB
and indexed based chaotic sequence. Instead of applying LSB approach on whole
frame, they applied where changes occur in consecutive frames. For creating

randomness, pixels were jumbled with the help of chaotic sequence.
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3. Preliminary Studies

For applying steganographic approach, KAMLA algorithm was used. KAMLA
stands for Kekre’s Advanced Multiple LSB algorithm [21]. KAMLA approach was
an improvement over KIMLA approach [22]. As per author presented that KIMLA
approach was an improvement over normal LSB substitution method. It increases
the payload capacity of carrier image. Payload capacity was increase by 123% over

LLSB substitution method [22].

The same author [22] in their paper proposed KAMLA. KAMLA was again
improvement over KIMLA. As per authors [22] KAMLA has more payload
capacity than KIMLA approach. The KAMLA approach has improved the payload
capacity by 146 % over traditional LSB substitution method. Strength of KAMLA
and KIMLA approach is that instead of high payload capacity, maximum mean
square error were found to be less than 4%. It means visual distortion of carrier or

cover medium is very less, which makes detection difficult.

3.1 Kekre’s improved Multiple LSB algorithm (KIMLA)

KIMLA stands for Kekre’s Improved Multiple LSB algorithm. Table I and table 11
shows the Bit Replacement Concept (BRC) of KIMLA and KAMLA approach

respectively.
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3.2 Kekre’s advanced Multiple LSB algorithm (KAMLA)

In proposed work KAMLA approach was used for hiding purposes. Strength of

KAMLA approach is its payload capacity while creating less distortion in the

cover image.

ble 2. Bit Replacement Concept KIMLA [22]
4MSB Decimal Next BRC Changed Bits
Decimal

0000 Zero (0 0001 One (1 uuuc

0001 One (1) 0010 One (1 UuuC

0010 Two (2 0011 Two (2) UUCC

0011 Three (3) 0100 One (1) uuuc

0100 Four (4 0101 Two (2) UUCC

Five (5 0110 Two (2) uucCc

Six (6 0111 Three (3) L6 0

o111 Seven (7) 1000 One (1) uuucC

1000 Eight (8) 1001 Two (2) UUCC

1001 Nine (9) 1010 Two (2) UucCcC

1010 Ten (10 1011 Three (3) UcCcc

Eleven (11) 1100 Two (2) uucc

Twelve (12) 1101 Three (3) UCCC

Thirteen (13) 1110 Three (3) Uuccc

Fourteen (14) 1111 Four (4) Cccc

Fifteen (15) 1111 Four (4) CCCcC
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In above table 2, U represents the unchanged bits in the cover image and C

represents the changed bit in the carrier image or cover image.

Table 3. Bit REPLACEMENT CONCEPT KEKRE 'S ADVANCED MULTIPLE LSB (KAMLA) [1]

4MSB BRC No of Max BRC Changed Bits (L.SB)
One’s
One (1 Zero 0 One (1) XXXC
Ore (1) One (1) One (1) XXXC
Two (2) One (1) Two (2) XXCC
One (1) Two (2) Two (2) XXCC
Two (2) One (1) Two (2) XXCC
Two (2) Two (2) Two (2) XXCC
Three (3) Two (2) Three (3) XCCC
Orne (1) Three (3) Three (3) XCCcC
Two (2) One (1) Two (2) XXCC
Two (2) Two (2) Two (2) XXCC
Three3 Two (2) Three (3) XCCC
Two (2) Three (3) Three (3) XCCcC
Three (3) Two (2) Three (3) XCCC
Three (3) Three (3) Three (3) XCCC
Four (4 Three (3) Four (4) CCCC
Four (4) Four (4) Four (4) CCCC

14

In above table 3, X represents the unchanged bits in the cover image and C

represents the changed bit in the carrier image or cover image.
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4. Problem Definition

Due to availability of high performing computational resources, launch of brute
force attack can be performed in polynomial time, hence making traditional
approaches strength questionable. This motivates security researcher to look for
alternative approaches that can withstand with the emerging challenges. DNA can
be thought as a strong alternative approach.

The main contribution of this work exploits the DNA approach for encrypting the
text and KAMLA approach for performing the steganography. The potential of
both the approaches has been utilized and a new approach was presented in the

direction of performing metamorphic cryptography.

4.1 Objective of the Research:

The objective of proposed study is to harness the strength of both the approaches
i.e. cryptography and steganography to enhance the confidentiality of secret
message. The combination of cryptography and steganography is popularly
known as metamorphic cryptography.

For encrypting the secret message DNA cryptography was used. Security
researcher believe that DNA cryptography is hope for unbreakable encryption.
DNA uses dual strand key i.e. one for encryption procedure and other for

decryption procedure.
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In proposed work KAMLA approach was used for hiding purposes. Strength of
KAMLA approach is its payload capacity while creating less distortion in the

cover image.

4.2 Hypothesis:

The presented hypothesis was based on the concept of metamorphic cryptography.
For secret writing deoxyribonucleic (DNA) encoding was used and for covered
writing Kekre’s Advanced Multiple LSB algorithm (KAMLA) approach was
used.
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4 Proposed Work

Proposed work is described in this chapter. Detailed of presented work is divided

into two sub-sections ie. encryption followed by hiding process and uncovers

followed by decryption process.

5.1 Encryption followed by steganography

For performing encryption DNA approach have been used. To explain the proposed

concept let’s consider an example. Let say the message which needs security is:

“Drones are deploying near border”

Step1: Convert this message into ASCII bits. ASCII value of * D is 68, similarly

‘1’ is 114 etc. Figure 8 shows the MATLAB snippet containing ASCII values of

considered message i.e. “* Drones are deploying near border ”.

>> asciiCode=uint8( 'Drones are deploying near border’)
asciiCode =
1x32 uint8 row vector

68 114 d 1 s b il1e lel 115 32 o7 114

Figure 8. Snippet showing ASCII value of considered message.
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Step2:Convert this message into respected binary values. Figure proclaims the
MATLAB snippet of binary codes.

Step3:Check if zeros padding is required. Zeros padding is required in order to
make size of binary codes even. The above consider message does not required

zeros padding.

binaryCodes =
32x8 char array

‘eleeeles”
‘ellileelie”
‘elieiiil’”
‘elieliiie”

Figure 9. MATLAB Snippet showing some binary value of considered message.

Step4:The above procedure is repeated for the key also. Here it is assumed that
transmitter (sender) and receiver have same secured key exchanged in secured

fashion. Let’s say key is:

“code”

Step5:The message and keys binary values are XOR together. The XOR table is

given below:

Table 4. XOR Table

A B AXORB
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0 0 0
0 1 1
1 0 1
1 1 0

The XOR of first letter of the message i.e. D and key’s first letter Cis001 001 1
1.

Step6: Once this process is completed for overall message with key, then DNA
procedure is performed. A DNA strands is composite of mainly 4 nitrogenous
bases i.e. Adenine (A), Thymine (T), Cytosine (C) and Guanine (G). The easiest

way is to encode these four nitrogenous bases are: A-00,T-0 1,C- 10 and G- 1

1. Represent XOR output in DNA bases format i.e.

ACTG ...

DNA =

“"ACTG

Figure 10. MATLAB Snippet showing DNA bases format of considered message.

To explain how DNA code ACGT was produced, consider a simple example. The
first letter of secret text was “D” and the first letter of assumed secret key was ‘c’.
The decimal value of D is 68. The decimal ue of ‘¢’ is 99. The binary value of
Die.68is0 1000100 and the binary value of ¢i..99is0110001 1. XOR

of Die.01000100andcie.01100011is001001 1 1. The message
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which was obtained as result of XOR procedure was encoded with the help of
DNA. Starting from left side of 00100 1 1 1,1 1 was represented by G.0 | was
represented by T, 1 0 was represented by C and 0 0 was by A. So DNA encoding
for the first letter of secret text ie. was G T C A. Similarly this procedure was
repeated for every letter of secret text resulting in encrypted text. One important
thing was that in our case we have encoded the space also. Encryption process

ends here.

Step7: After performing these steps successfully, KAMLA approach is applied
to hide secret message in these DNA bases format. KAMLA is a spatial domain
technique. Choose cover image i.e. carrier in which these DNA strands of secret
message can be hidden. Here image was used as carrier medium. MATLAB
inbuilt image “tire.tif” has been choosen. Its first pixel value is 6. Binary
representation of decimal value 6is 00000 1 1 0. Select four MSB ie. 000 0.
Decimal value of choosen MSB is 0. Next decimal number to 0 is 1 and four bit
binary representation of one is 0 0 0 1. As per KIMLA approach, from the Table
I, BRC is one. It means only one bit can be replaced for four bit of LSB’s i.e. X
XX c. But KAMLA approach was used. Find out the sum of four MSBs i.e.0 00
0. The sum of four MSBs is 0. So from Table II maximum BRC was found. This
means count of bit replacement is 1. Maximum BRC is one. So only one bit of
DNA output can be hidden in cover image i.e. X XX c. Encoded secret message
was G T C A. The corresponding ASCII values for G T C A were 68 84 67 65.
The binary value corresponding to 68, 84,67 and 65 were: 0 1000001,0100

0011,01010100and0 100010 0. This final bit stream 010000010 1
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0000110101010001000100 ... were hidden in the cover image i.e.
tire.tiff. Binary value of cover image i.e. carrier image was 0 0 00 0 1 1 0. First
bit of final stream was 0. Only one bit of cover i.e. carrier image can be changed.
So final value of first pixel of carrier image after embedding was0 0000 1 10.
So it seems no change had been made for the first pixel. This process is repeated

until all the binary values of DNA output step are made hidden.

5.2 Uncovering process followed by decryption

To obtain original message, reverse process have to be followed. Receiver side
will receive stego image. Obtain binary values corresponding to decimal values of
pixels in the image. For example, decimal value of first pixel of carrier stego
image is 6. Binary equivalent to thisis00000 1 10. Pick four MSB ie. 00 00.
Decimal equivalent to these MSB’s are 0. Next decimal value to O is one. So BRC
is one. Find out the max BRC. Sum of first four bits of MSBs are 0. So max BRC
was 1. Hence only one message bit is hidden in this pixel. So obtain one message
bit from LSB i.e. 0. Check next pixel. Repeat this procedure until all the hidden
bits are uncovered from cover image. After uncovering all the hidden bits, obtain
corresponding decimal values. Reverse process of DNA procedure is performed.
For example, uncover bitsare 001 00 1 1 1... Corresponding DNA coding: A C
TG...

Convert this to binary values and XOR with key to obtain binary values of

original message. Convert these binary values to decimal values which are
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nothing but ASCII values of characters of original message. Convert this ASCII

values to corresponding letters.

5.1.1 Encryption followed by hiding (hiding(Encryption(Secret Message,

Key), cover image))

1) Input message and key. Choose cover image. Convert message and key to
respective ASCII values followed by respective binary values. Let’s say these all
binary values of message as b1 and key as K.

2) xorBitWise=XOR ( b1, K1)

3) Perform DNA encoding ( ACGT / for example A=00; T=01 etc.) of step 2

output i.e. DNA ( xorBitWise )

a Select cover image.

5) Apply KAMLA concept to o/p of step 3 and step 4.i.e. KAMLA ( S-3,5-
4).

6) Output: stego image.

5.2.1Uncovering followed by Decryption (decryption (uncovering (Secret
Message from image)), key)

1) Input: stego image (received at receiver side).
a Implement reverse concept of KAMLA algorithm to obtain message.
3) Apply reverse concept of DNA algorithm.

4) Output of step 3 results original message.
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Figure 12. Figure shows the systematic diagramof proposed concept (uncovering followed by
decryption process)
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6. Result and Discussion

Table III shows the results of proposed approach on the basis of parameters.
Proposed algorithm is robust as it uses DNA encryption. Proof of DNA
encryption can be well found in available literature. The proposed algorithm uses
KAMLA algorithm for cocealing secret message. KAMLA algorithm uses four
LSB bits of carrier image for hiding purposes resulting in high payload capacity
without creating distortion in carrier image. So it satisfies the performance on
second parameter. Also using KAMLA approach for performing steganography
creates less distortion in carrier image making visual detection difficult. Or if any
steganalyst finds or suspect that carrier image contains some information then
spectral analysis will result in encrytpted message. The proposed approach also
satisfies the parameter of confusion as it uses DNA approach for encrypting
message. Table III contains summary of the performance of proposed approach
against parameters i.e. robustness, payload size, visual detection, steganalysis,

confusion.

Table 5. LSBE vs suggested approach (DNA+KAMLA) on Different specifications

Specifications Suggested Approach

Robustness Satisfactory due to DNA encryption approach

Payload Size High due to KAMLA approach
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Visual

Detection

Very low due to less distortion created by KAMLA approach on cover image

Steganalysis

Spectral analysis may result in encoded message (potential)

Confusion

High due to DNA + XOR approach

Table 6 shows the implementation time means time taken by proposed approach

in encryption and hiding process. Table VII also shows the time variation as per

size of varying message length. The reason why time consumption is little higher

than some of the proposed algorithm available in literature was due to DNA

encoding procedure.

Table 6. Time consumption by proposed method while varying size of text message size (in bytes)

Time
Carrier Secret text
Format | Dimensions (Suggested
image (in bytes)
Algorithm)
greens Jpg 300 x 500 80 2.1
tire tif 205 x 232 120 23
circuit tif 280 x 272 512 7.3
plane .png 256x256 648 78
pout tif 291x240 784 79
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Image formats considered are png, tif, jpg etc. MatLab inbuilt images have been
used because of their universal acceptance.

Figure no-9 contains carrier image, respective stego image and their histograms.
Form images, it is straight forward that visual detection is hard. Histogram

analysis shows very less disparity.
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Figure 13. First four figures a) Original image (left) b) Stego Image(right) c) Histogram(left
below) (original image) d) Histogram(right below) (stego image)
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Figure 14. First four figures a) Original image (left) b) Stego Image(right) ¢) Histogram(left
below) (original image) d) Histogram(right below) (stego image)

1000 1000 ‘
800 800 ‘
600 600
400 400
200 200 !
0 0 |
1] 50 100 150 200 250

Figure 15. First four figures a) Original image (left) b) Stego Image(right) c) Histogram(left
below) (original image) d) Histogram(right below) (stego image)
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7. Conclusion

Fool proof information security system is need of today’s digital world. Two
approaches i.e. cryptography and steganography were followed inorder to secure
information. Using combination of both the concept is popularly known as
metamorphic cryptography in literature. Strength of cryptography inherit in the
fact that secret message was converted into encoded form which is of no use until
secure key is known. ﬁe strength of steganography lies in the fact that it does not
attract anybody attention. If only cryptographic approach was used to secure the
digital information, it may draw the attention of network sniffers or cryptanalyst.
These sniffers or cryptanalyst may launch the brute force attack or some other
attacks to obtain the encryption key or keys or secret text. Whereas, on the other
hand if steganography was the only used concept for providing security to secret
text, then it may not draw the attention. But steganalyst, if anyhow comes to know
or even suspects that something was hidden inside carrier medium, then purpose
of steganography fails. It is highly recommended by the security researcher to use
both the concepts i.c. cryptography and steganography to provide security to
digital secret text. Potential of both steganography concepts and cryptography
concepts through KAMLA and DNA algorithms have been used in proposed
work. The use of DNA encoding in message encryption has been proposed by
several researcher and can be found in available literature. DNA approach is quiet
popular in literature in terms of robustness, strongness and efficiency and thought

to be unbreakable. The use of KAMLA approach which was used to implement
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steganographic concept, was an improvement over KIMLA and traditional LSB
approaches. With the help of KAMLA approach payload capacity of message
hiding in cover image has been increased in comparison to several LSB based
approaches. Use of KAMLA approach for hiding purposes make visual
steganalysis difficult as it produces less distortion in carrier image simultaneously
increasing the payload capacity. Implementation was done on MATLAB 2020a
and MATLAB inbuilt images were used for validation of proposed concept. It
was observed with the help of validation images that proposed concept was
efficient when evaluated in terms of payload capacity, security, robustness etc. In
future work different carriers medium and different versions of DNA can be

implemented to enhance the payload and security.
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